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PCI DSS Requirements

11.5 Deploy a change-detection
mechanism (for example, file-integrity
monitoring tools) to alert personnel to
unauthorized modification (including
changes, additions, and deletions) of
critical system files, configuration files, or
content files; and configure the software to
perform critical file comparisons at least
weekly.
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Solution: SDCS:SA Host-based Intrusion Detection System (HIDS)
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| Windows Monitoring PCI v5.2.0 r1

Adjust your policy settings

@ Advanced Policy Seftings

System User and Group Change Monitor
System Active Directory Change Monitor
System Login Activity and Access Monfior
System File and Drectory Monitor
SYSlem Reqisiry Tnoniar
Syatem Symantec Software Monitor
System Exiernal Device Activity Monitor
System Attack Defection
Database Services Monitor
My Custom Rules

Home  System File and Directory Monitor

Changes Summary
General Settings v
E Edif+] Core System Files
4 Manitor Fie Creste
B Manitor File Delete
O Manitor Fle Access
) Monitor File Modification
D Nonior File Checksum
) Edi+] Date Tie Restrictions
& Edty Core Systdm Configuration Files
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Manufacturing

Services— 20%

Nontraditional 14%

Finance, Insurance 18% '

& Real Estate 13%

Services— 11%

Professional 15%

Wholesale

Top 10 Industries Targeted in
Spear-Phishing Attacks
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“Advanced Attackers targeted 5
out of 6 large companies in
2014. 40% increase over the
year before”
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Solution: SDCS:SA Host-based Intrusion Prevention System (HIPS)
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Advanced Persistent Threats 4ri® & it

1. INCURSION 2. DISCOVERY 3. CAPTURE 4. EXFILTRATION
Attackers break into network by Once in, the attackers stay “low and slow” to avoid detection. Attackers access unprotected Captured information is sent back
using social engineering to deliver They then map the organization’s defenses from the inside and systems and capture information to attack team’s home base for
targeted malware to vulnerable create a battle plan and deploy mU|t|p|e parallel kill chains to over an extended period. analySiS and further exploitation
systems and people. ensure success. They may also install malware to fraud—or worse.

secretly acquire data or disrupt
operations.

ATTACK METHODS

= Social Engineering

= Zero-Day Vulnerability
% = SQL Injection

Advanced Persistent Threats: Cutting Through the Hype \/FSymanteQ
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Reset | Refresh | About

Home Global Policy Options

Changes Summary

General Settings 2

Network Controls

Process Access Controls

File Rules w
Writable Resource Lists H
|:| Eclit[+] Allow but log modifications to these files
'j Ardamax Keylogge! - |E||5|
|:| Eclit[+] Allow modifications to these files 3
Installing —
Read-only Resource Lists Please wait while Ardamax Kevlogger 3.9 is being installed, r
#  Editf-] Block modifications to these files
—Lizt of files that =hould not be modified — Output Folder: C:\Program Files\C51
Re P A ’i
SOUl... ~|Program.. |Argume K=
S Outpt Folder: Co1j B Ardamax Keylogger 3.9 Se! 1'
= com @ Error opening file For writing:
Ci\Program FileshC51izma, exe
Click Abort to skop the installation,
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|:| Eclit[+] Block and log modifications to the:
Registry Rules kb, atdamas, com
< Back | [dExt = | Canicel
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|:| Log process assignment command line arguments

|:| Log process create and destroy messages

Additional Parameter Settings

l':El @ ZIKT L)\iﬂ Z%’é . y Tjﬁ B Eclit[+] Enable control of modifications to executable fies =
/IN D
: 5 l |:| Eclit[+] Allow specific programs to write to raw disks
ﬁ‘}::‘l‘tgﬁ%%% E¥EZ%J)§H @ B If athread injection is detected, confine the injected process to a Mo Privilege PSET. ||
LA R R R T B R PA A 7 K

|__zlz/= |z }CI=

IE* EF? ﬁ_ﬁﬁﬁ;/( /éf’lgﬁiﬂy Network Controls P

T

Registry Rules

Data Center Security \/fSymanteQ



3 % Sk B2 JRFER

APT - JEH &AM 2 55%E
Z AR - AR THEIRTR -
}7> Discovery F&ES » 1274
PREERR ARG < T2 P e 4‘ﬂf$3
Ly\%UZZ_ zuuuﬂ:‘i_ﬁz
A 1% Exfiltration ZK Ex
A 0 A R e {EUH]

HI IR E@%E@ﬁ%ﬁ t

HIREIN B (R P BT T 28l
B2

Data Center Security

Global Policy Options
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Reset | Refresh | About

Changes Summany

General Settings e
Network Controls P

Process Access Controls ~—
i e e —
-
Ho-A Pro A Comtrols |
B Edlit[-] Block all access to these processes
List of processes that should not be acc =
Target Program Path = Target Argum... | Target Us

*fotepad.exe

Registry Rules

=1ai=|
Fil= ©ptions View Help
Applicakions Processes IPerFormance I Networkingl Users I

Image Mame | Lser Mame | CPLI | Mem Usage | =
wuaucl, exe adriin oo 3,320 K
kaskrmgr.exe adriin ao 3,480 K
YRwarelUser.exe adrnin oo 7,916 K
YMwareTray.exe admin oo 4,455 K
explarer. exe adrmin oo 135,444k
notepad. exe oo 2,148 K
svchost.exe SYSTEM oo 3,948 K
SISIDSService . exe o1 6,424 K
syrhoet eve I Al SERWTCF nn L4092 K
if0r
2 ,092 kK
dn The operation could not be completed. , 784 K
cis SE0 K
ms Access is denied, L1892 K
sp , 884 kK
wr L8968 K
B ,392 K
s L, 950 K
swchosk, exe METWORK SERVICE ao 4,560 K ;I

I Show processes from all users End Process I

|Processes: a5

CPU Usage: 3% Commik Charge: 1810 [ 2474M A
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Monitor Types
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M Metasploit Console

| Fle Edt View Help

=101
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Events

All events
Prevention
Detection
Management

Profile

File Catalog

Analysis

Audit

Advanced Search

Filters

¥ Al Everts

Y The last 500 events
? The last 12 hours

? Within the last hour
? Past Day

? Within the last week
Y Past Month

? Within the past year

Search Events

Pr - The last 500 events @

hine ‘Dale - Event Type Severity Description

le 22-Aug 10:34:22 File Access Warning File Write Denied for spoolsv.exe on CWINDOWS\system32IL... [

le 22-Aug 10:33:22 File Access Warning File Write Denizd for spoolsv.exe on CWWINDOWS\systemaiL... | —|

) 22-Aug 10:33:17 File Access Warning File Write Denied for spoolsv.exe on C:UWWINDOWS\system32IL...

le 22-Aug 10:33:07 File Access Warning File Write Denied for spoolsv.exe on CWWINDOWS\system32iL...

le 22-Aug 10:33:02 File Access Warning File Write Denied for spoolsv.exe on C:UWWINDOWS\system321L

le 22-Aug 10:32:58  Metwork Access Warning Inbound Connection Allowed from 192.168.0.32:1164 to local a...

C) 22-Aug 10:32:08  Metwork Access Warning Inbound Connection Denied from 182 168.0.32:1158 to lacal ad

le 22-Aug 10:25:37 File Access ‘Warning File Write Denied for cisve.exe on c\systemn volume informationi...

le 22-Aug 10:25:36  File Access Warning File Write Denied for cisve.exe on c\fpse_searchicatalog.weil0o..

le 22-Aug 10:22:49  Metwork Access Warning Inbound Connection Denied from 182.168.0.32:1148 to local ad...
22-Aug 07:10:33 Process Access Warning Process Limited Access Denied for (vmtoolsd.exe) on (GAWIND...
22-Aug 07:09:33 Process Access Warning Process Limited Access Denied for (vmtoolsd exe) on (CAWNIND
22-Aug 07:09:03 Process Access Warning Process Limited Access Denied for (vmtoolsd.exe) on (CAWWIND..| |

4] I il v
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e Typical CPU Usage

1-6% depending upon policies used and the
amount of 10 usage on the system

e Memory

— Windows - typically 25-40MB
— Unix — typically 40-80MB

e Disk space

— Requires a minimum of 100MB disk space

P — Additional disk space may be used if agent log files are not
purged periodically
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