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scsi hostO: ata_piix

scsi hostl: ata_piix

atal: PATA max UDMA-33 cmd Ox1f0 ctl Ox3f6 bmdma Oxffa® irqg 14
ataZ: PATA max UDHA-33 cmd 0x170 ctl Ox376 bmdma OxffaB irq 15
alg: Mo test for _ _gcm—aes-aesni (__driver-gcm—aes—-aesni)

alg: Mo test for _ generic-gcm-aes—aesni (_ driver-generic-gcm-ae

14.162456]1 ata2.00: ATAPI: Virtual CD, , max MUDMAZ
14.1698161 ataZ.00: configured for MWDHAZ
14.2176231 scsi 1:0:0:0: CD-RON M=ft Virtual CD-ROM 1.0 PQ
: 0 ANSI: 5
Reached target System Initializationm. ﬂﬂﬁx ﬂiﬂ(
1 Listening on Open-iSCSI iscsiuio Socket. - :
1 Reached target Sockets. A ﬁﬁ :I“\éf € E BE Eﬁﬁ‘
] Started Device-Mapper Multipath Device Controller.
Starting Open-i3CSI...
Started Open—-iSCSI.
Starting dracut initqueue hook...
Started Show Plymouth Boot Screen.
14.689605] sr 1:0:0:0: [sr0] scsid-mmc drive: 0x-0x tray
14.6896101 cdrom: Uniform CD-ROM driver Revision: 3.20

1 Reached target Basic System.

BEE 2EW SBM TESO BEV REEH)
S OO0 I IP|bs

Suymantec Messaging Gateway
er=ion 18.7.3-5
opyright (c) 1998-2819 Symantec Corporation. All rights reserved.

localhost login:

B2 REEM R % b R
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1-3 #1%a1E

1-3-1 THE—IFIL IP 45 SMG Virtual Edition {8

1-3-2 BRI SMG B VM 1% > 140194 Console SR EE AR IP » ABERTE
W GGV IAEE
W TEELIRSE ¢ admin %A ¢ symantec
W EE RS 0 BEECE LR E AT - BHIREIweb s EIFFE H HLIR A
m ) FQDN 5= » #5721t VM A EERS 4 TE K 4 ik
W FEAYER G AT T 7 &

Sumantec Messaging Gateway
Uerzion 18.7.3-5
Copyright (c) 1998-2819 Symantec Corporation. All rights reserwved.

localhost login: admin

Password : Symantec

Last login: Thu Jul 9 B5:44:89 on ttyl
llelcome to Symantec Messaging Gateway

Before you can begin using this appliance, it needs to be configured.
Thiz wizard will guide you through the configuration process.

First you need to change your password.
New password:
Retype new password:

Specify a fully gqualified host name for this appliance.
(example: mailb.company.com):
> smy399.savetime .com. tw

Enter the number corresponding to the timezone for this appliance.
Press "7 for a list:
>

m SIEAYIFE SRRy 65

m i A5 E L SMG Y ip ~ subnet mask

m Static route HYEL Y » AR HERAERBAFTEFBTIA - GRITERS NO » BEi##
F# Enter B[IT]

PR R REEM-FrBEAS RS R
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(GMT+88:88) Bei jing. Chongging, Hong Kong, Urumgi
(GMT+88:88) Irkutsk

(GMT+H8:88) Kuala Lumpur

(GMT+H8:88) Singapore

(GHMT+88:H8) Perth

(GMT+B8:88) Taipei

(GMI+Hd:bd) Ulaan bataar

(GMT+#9:88) Osaka, Sapporo, Tokyo
(GMT+#9:88) Seoul

(GMT+B9:38) ndelaide

(GMT+89:38) Darwin

(GMT+18:88) Brisbane

(GMT+18:88) Canberra, Melbourne, Sydney
(GMT+18:88) Guam, Port Moreshy
(GMT+18:88) Hobart

(GMT+18:88) Yakutsk

(GMT+11:88) Solomon Is., New Caledonia
(GMT+11:88) Vladivostok

(GMT+12:88) Auckland, Wellington
(GMT+12:88) Fiji, Kamchatka
(GMT+1Z:88) Magadan

(GMT+12:88) Marshall Is.
(GMT+13:88) Nuku’alofa

Enter the number corresponding to the timezone for this appliance.
Fress "?" for a list:
> 65

You will now conf igure the first ethernet interface for your appliance.

For registration to succeed, you must correctly enter valid IP addresses for
your ethernet interfaces, default gateway, and DNS server.

If you do not correctly enter these IP addresses, you will be required to
restart this process.

Specify the first IP address that you want to assign to this appliance.
(example: 192.168.8.1):
> 18.18.2.248

Specify the subnet mask that is associated with this ethernet interface.
(example: 255.255.255.8):
[default: 255.255.255.81> 255.255.255.8

Do you want to configure a static route to commect to the Internet,

your DNS server, your LDAP server, or another appliance?

'You can configure up to 3 static routes. For more information on when

to use a static route, refer to the Symantec Messaging Gateway Appliance
Installation Guide.

[default: HOI1> _

m g A default gateway Sz DNS

W S A S5 28 DNS RIE#E% Enter 508 A YES 121% Enter

WS =% DNS EEARFE > Al A NO 1444 Enter » B He5EM—2 - 7 YES ffifi ABIA
EpEaM |07 ip MR EFEAEE L internet © BRRENE AGEMENBHEEELRT) > RIFE

HIEFR—X

m fEE M SMG WA T BRIFEZ G » RA—AENZEE 3 53 Scanner & Control Center

W Review — FERERE IEME » A IEHES B 4 Enter{dfiii A FQDN Ay I 7% BH 1A 5 b B 0 5
B > IERERIFTYESTRIZEnters B EMIIA(E » SERR E G T hai

PR R REEM-FrBEAS RS R
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Specify the IP address of the default gateway

(also known as the default router) on your network.
(example: 192.168.8.28):

> 18.18.2.254

Specify the IP address of your first DNS serwver.
(example: 192.168.8.45):
> 18.18.2.254

lould you like to specify another DNS server?
[default: YE31> YE3

Specify the IP address of your second DNS server.
(example: 192.168.8.45):
> 8.8.8.8

llould you like to specify another DNS server?
[default: YES1> HO

Specify the role for this appliance. #Available roles are:

1. Scammer only
2. Control Center only
3. Scammer and Control Center

See the Installation Guide for more information. If you have only ome
Symantec Messaging Gateway appliance, choose 'Scammer and Control Center’.
lJhat is the role for this appliance? (Type 1, 2, or 3):

> 3

Please confirm your configuration:

Hozt Mame: smgI399.savetime.com.tw
Timezone: 65. (GMT+B8:88) Taipei
Ethernet Interface 1:
IP Address: 18.10.2.248
Subnet Mask: 255.255.255.8
Static IP Routes: N-A
Default Gateway: 18.108.2.254
DHS Server 1: 18.18.2.254
DNS Server 2: 8.8.8.8
Role: Scamwner and Control Center

Is this correct?
[default: HO1> YES_

W GEPRSE AR LB AR - I 2R B S IR ERa80E T

Symantec Messaging Gateway
Uersion 18.7.3-5
Copyright (c) 1996-2819 Symantec Corporation. All rights reserved.

=mg999 login:

PR R REEM-FrBEAS RS R

w1 m We Keep IT Safe, Secure & Save you Time, Cost B 1 HI

IRF5EE:E  0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw

> 2R
’.7 PRE R
99 SAVETIME SMG 10.7.x Virtual Edition Z24% « EA R K ERAFH 4R 5 F £
INFORMATION SECURITY

2 BAETE
2-1 —RREAREE
2-1-1 3 AWEB Consolesg87E
B (NSl A AT e ERY SMG ip ¢ https://10.10.2.248

€ - X (Y A F==|10102248 e

FHERRE 10.10.2
£ B0E =2

fadead7a-549c-4786-a4d9-9578... MS-Organization-Acc...  0212FD3605EFEGS1...

m i AR ER IR

& > C {y A F==| 10.10.2.248/brightmail/ +r -

AR 10.7.3

. Symantec Messaging Gateway

EHEE:

EimiEA ’—_LF =
Symantec Messaging Gateway :y\(g% hd
SEzEmma A HE? EREEEE:
admin (7))
=E
== =)
[ A | [ mE>> |

v Symantec.

ER 25 REEMF BTSSR
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e |N[[ORMATION SECURITY |

W LR A W {5 E P T R T

@ Symantec Messaging Gateway Symantec Messaging Gateway

mE
i

ERBEESN RS

ST

EMEETESESTSEE

‘7 (LT TEMRER. )
TR ) SR Symantec Antispam
: Symantec Antivirus

Symantec Premium Content Control

ETTEE - J
e E:L*E'igg ErRESE, e, 1 Symantec Content Encryption —
HEET =
sifftziE
sif
rlli%ﬁ‘]ﬁ”ﬁih A_}‘ ﬁFﬁ“ﬁﬂ EEWE -RE-F | e H Al |
T >
B AR & N —2  BRIGEEIERE
: 2020507 5098 £ T4 02:14:49 TST. ERERLR

engtratlon Successful. You may now continue.

R
EREEam
R EESEE
Symantec Antispam 2023065048 Ll
Symantec Antivirus 2023=065048 EmpEres
Symantec Premium Content Control 2023=06504H
Symantec Content Encryption ==
DEEH 2023=06504H
afiEE
EEEEE:
= | FEEQAEE e
e =EEE
[ R=ame || 258 |
ey v/ Syman
[ emen STRIReG:
F—% >

E I 250 R F PR KR R
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m g NEH SE L > FEthb TR AR AR SMG RIS

"_L';':t‘EEIEﬁ
RRIRS FEEELE
sEERE v EmsEnd
wABESHETBAM - FONE TRED), PRESHEES -
EESE TR [o=.. . etime.com.tw ) =an
B CROE E-BUSSEEZEE s
SHNETIEMFLL - =S
LEHERE
BREZSS
EEEE
<t=#lF—2>] [ =5 ] 9 Symantec.

m {5E NTP fAlfleds > FEEE > EEMERARNY - & HEUAFEERATAAKR SHEA

e Ty =
S EAERE
o 3 ek S
L ERIH =
s TERELSR
=50, T B e o s
SERE v ERsE
A : | i B HMARE - HE . £0
v EESEE
& 02:20:00 TST R
=EMESLE
K s
O AEEEREE FREEARE
BE
® &5 NTP AR
NTP E8E=E 1 time.stdtime.gov.tw I
NTP E@fE=2 2:  clock.stdtime.gov.tw gtz
NIP SEESE 3. | =
NTP EAE=E 4:
\/Symantec.

NTP &8RS 5:

= = IR

ER R RREM-F MR 2L T
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REHERE
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PEEELE
Y  EEsEnf
sEbes  OEAEESS -
SE - BELEHES AT LAY 50 v  EESgE
’ ] v =ESE
P (&) v o
EEE % (150-8859-1) v/ AREES
BrEzss
=ERE
[<—siT—5%>} | = | V/Symantec.
W SR ASRE R o SRR R AR R SR P R R ]
IEE
BEEELH
EEESAS v EEsEsH
v  sEEu=s
v  mEuE
v aEHEZE
EHEEtAS
zE=aE
| = i_*f" e >|I | BUE | \/Symantec

Fh o REEM--

FAB 3> X 5 R
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m {5E ASRIEEHIIPALLE - FHERRI A RTIE ERY SMG ip
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T=iE z= =
EEEEHN AEEFEEE IP UHFNEHE -
AEBHF IP ik [Ethernet 1 (10.10.2.248) v] v sEsne
AEZ SMTP BRE: 25 aae
v sEss=
v LHEHERE
v FREIAEE
MNEEHiBE
AaEE
E=EE
<t—sliT—5>] [ my | ¥ symantec.
W FUFTE T EAREE
ZHRIEE S
=R ==
MNEZFIEE - EESNEE & Eammsnm
v EEESSE
v BESE
CIDR BEREME0TE - LIS BMBE P ik - M
= v RREELERE
IP i fit/48 1
TIFHAY IP ik /& ABHAEE
10.10.2.248 A
= = A V/symantec.

A2 RBEM R PR R T
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EEEEFRLEES AEEFESMEFTH I -
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iiﬁﬁﬁﬂﬁiﬁ
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25 v RRENES
D :xEﬁ MY Zz =
Mail Server [ EA || Fi= | o
q WIP V'V MEFHHFIBE
s A
[ o il o BavE MX &3
FEE ==EE
\/Symantec
<t—oF—=>) [ mn |
m Review FiltfyE% A% 5E AR A]
ZRIEE FERBLE
TR E ===
TEEEE , DS -
= = v  EEsEaf
RERE
BRECORE - IREETEORT #E L5, E8 L #EET =
j#’ : RIEBETEST ® ; &Hl = v smsss
SESEFEMFILL: mis@savetime.com.tw v REl=E
i ;ﬁiafTa;pa A v EFEMESRE
NTP EEREZE: v FREEAEE

tlm st ime.qov.tw
clock.stdtime.gov.tw

g
JF
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=
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SEaZEE = :-11}50—8859—1}
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f
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it
;.II:I
filk
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"Jn
o

<<
o>
Wl
ot
oo
F
clifly

2-1-2 FELMIEETE
O SMTP MTAZHIEERTE
ifE A MTA 4HIES E

admin [ smg9!

Symantec Messaging Gateway
B i (11§ TEsEE ; = uEss  SEase  BEzpe

[ %2 |[ 8= [ 8 | [ &g || &8 |
O xig=3 A ERAE IP fidit &S Wall ID
[ smg999.savetime.com.tw | Local Host v 10.10.2.248 10.7.3-5 e g | 98321513

B2 RREM - PR R b R
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@ Symantec Messaging Gateway admin [ smg999 savet

duRss Azswnm  B@zps

£

REEARE
THEE smQgQ999.savetime.com.tw
Ex-tk Local Host

B DNS/RE | KEAEE | ZAEE ATEEEE

AB

}\Eiﬁfhzz

ASSELE IP firdih: BRE:
|Ethemet 1 (10 10.2. 249) v|25

meE
EZTLS )
EREERES
AEHEENY
@® EFREMHRE IP firil
O REZkETH P I

SExEED: =

[ov] 7 0

O 1P fizlt «
FERIP {4k -
MBFHEFEE
ETREgEABEEETIITH:

[ =2 || &2 || am

a =i EE=]
a 10.10.1.242 25
NBETHBEE
®

nﬂ@ﬁ
I~
=
I
(=]
=

0 EFLnREEREREERR

DNy EAEAES IR SMTP EEEE
BARHEGEE ~ BN ER (L T

SMTP 45

9 TSMTP E88, -

fir JesH Ry A1) %ﬁﬁﬁﬂ’ﬂ%ﬂ#%%& MTA Z82%:

[Ema299.savetime.com.tw 1)
IR~ AR mRF i (FBEE AE o = o
182
D EESUR T (4] ZikE |ém§'”§ - —
316%% IPv4 {HEsE = 2| CiR: 20
1 L] 4 BB w1 1 eean)
3 4
10485760
1024
100
EEREER)
5000
20 7 -]
MTA =R 2
IR

£ O REREM-F IR R
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SMTP E[EERE
RRIRAE T
SMTP 5
MTA T ia:
/J'\E

SMTP EE%E@E

EHLO/HELO #ig=:
MAIL FROM HIEs:
RCPTTO %

DATA HipS:
RSET @JB%

SMTP EERE
THESE
FELEE &+

SRS

B

SMTP 3E£% ,

smag999.savetime.com.tw 8]

100

50

100

50

150000

100

0

15 nE v

4 N ¥

5 = ¥

1 = b

4 g v

30 i s

5 SE v

5 PE v

5 aE v

10 nE v

10 HE v

5 7 '

[10.10.2.248 v

A

1 v

10.10.2.248 v

S EENFER SMTP BERE

EE—HEESRE

TiH

HEEENECAIRTEETEERNERES -

1P firtit:
savetime.com.tw 10.10.2.248
gz |
SENEBE: 10 v| BT 0v /0
FHERH 1P {irtik
MTA BEZH LT 2
e =
ES BRI e ﬁ?ﬁ%

£ 2 REER-#
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O REEF4ERYIRAY

THECEFAH Default BLFRFTA A (NEGEFTEIRSR) - &  EAEFE A MG M T
LI EEAE—~ 45 € (WED) TR — MR E AR [EHY Antispam or Antivirus ~ PNZSEER

Symantec Messaging Gateway

B g o iR o MR

[ == ] g8 | [=zeRs|
O EsgzEd EBHA =EuRE HERE NR3E ATHEE 2E —#BERE &5
o =5 282 2
',EEF'L)-
fREEEISRBEAE
EElEES -
ExEESS
HEELEE:
Default
BE Byl - BERE HR AERE o —RERE E=
EFEH
BB AN AR ETIBIEE
AIEEIERIR:
|Virus: Clean message (default) V|| iwiR |
ABEAETSHREFE:
|W0rm: Delete message (default) V| iR |
AN B
|Encrypted Attachment: Modify subject line with "[WARNING - ENCRYPTED ATTACHMENT NOTVIRLV| iR |
MR
= v|

AETT SN B B
|Inb0und suspect virus: Strip attachments and hold message in Suspect Virus Quarantine (default) V| iR |

MEEEEE/EEEIANE:

|Threat. Modify subject line with "[SPYWARE OR ADWARE INFECTED]" (default) hd || iwiR |
EEREENAEES
E#EHIEFIR R MBS R RN MAMEEE:
\ Unscannable for Malware and Content Filtering: Delete message (default) v || iR |
EEMfERME SRR ERE:
‘ Unscannable for Malware and Content Filtering: Delete message (default) V| wiR
FRRE R E R R AERE:
(= v]
N Eﬂ.h 3
B Lk  REEAE |
LSS LUA:
Wirus Clean message (default) V| iR |
BIEAEISREEE:
Worm: Delete message (default) V|| iR |
EEISTIF P B
Encrypted Attachment: Modify subject line with "[WARNING - ENCRYPTED ATTACHMENT NOT VIRL V| iR
BEISRRIR IR
= v|
BEIE O] SEOA (BT A
Qutbound suspect virus: Hold message in Suspect Virus Quarantine (default) V| iR |
EER I/ EEELER:
[Threat: Modify subject line with "[SPYWARE OR ADWARE INFECTED]" (default) M=
EEAFENRIERSE
His i IRF RN E ZRIEEEEE.
\ Unscannable for Malware and Content Filtering: Delete message (default) V| iR
EEERMETRESEREE:
Unscannable for Malware and Content Filtering: Delete message (default) V| ®iR
~]

e

A2 RBEM R PR R T
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BRI (E R E AR A

HSURIERE - AT BRI AU

HRERENSRBE4H
REERES -
DEESETE
BR=EEE:
Default
HE e HEHE HI IR B i AERE i —RERE ==
ST A =143
AR
Spam or Suspected Spam: Quarantine message D v|| =8
FRENTTHE < e = T S
N ST SRR I J
Spam or Suspected Spam: Quarantine message V|| =8 |
AEEESFNHIFLR:
= -]
M= TaE PRI

|Marketing Mail: Modify subject line with "[Marketing Mail]"

NEEFHER:
| Newsletter: Modify subject line with "[Mewsletter]”

V|| ma |
aE |

.y IR R & RIEER

=353

AEEHERE URL B3R

~]

O BB SRR BT RN EF B RE
B R BRI

Epam Madify subject line with "[Spam]" (default)

V]| Bm

FHEBNETHE @
EETEn AR

Euspected Spam: Modify subject line with "[Suspected Spam]" (default)

v|| wmE

I%,Eﬁ.%% EREE IR ERNR:

TH#HEFE R
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