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« wmic process get CSName,Description ,ExecutablePath,ProcessId /format:” ;CSIDL
SYSTEMwbemzh-twhtable.xsl” ;

« wmic os get name,version,InstallDate,LastBootUpTime,LocalDate Time,Manufacturer,RegisteredUser,
ServicePackMajorVersion,SystemDirectory /format;” ;CSIDL_SYSTEMwbemzh-twhtable.xsl” ;
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* reg save HKLMSAM CSIDL. COMMON DOCUMENTSsam.hiv
* reg save HKLMSYSTEM CSIDL. COMMON _DOCUMENTSsys.hiv
* reg save hklmsecurity CSIDL. COMMON_ DOCUMENTS Ssecurity.hiv

EFHAErSERE B Antlion (M-S B E & xPack 1&FTRTHY o
K% > TEHFSEETEHARAR] > BEEH IR R N[Ol 2K T W R TxPackik T - M2 ZE
PsExec 2 TAAINY VBS RIA :
“.cscript.exe” ; CSIDL. SYSTEM DRIVEupdate.vbs

12 3 28 H » BEEREM xPack Bi@han S5 - DU e 1 2 RSN 2 58
HE RN (B S5

* upload.exe -accepteula -ma Isass.exe 16.dmp (a renamed version of Sysinternals procdump64.exe)
* reg save hklmsam CSIDL_PROFILEpublicsam.hive

* reg save hklmsystem CSIDL PROFILEpublicsystem.hive

* reg save hklmsecurity CSIDL_PROFILEpublicsecurity.hive

FERE TN ARHYAR(E 2T > BB Eni @ it IR 0] DURIED xPack 12 iz 18 58 5k 18 {F E1 (3
) &5 - Ak - AR Z 1% - EFTE A Z B AVAERS D RSBk -
WU (A xPack & PIRENa CIRR T AR TLL M an <

cmd” ; /K CHCP 950

+ CHCP 950
* query user

“.CSIDL_SYSTEMquser.exe” ;
* tasklist /v
« findstr explorer
« cmd /c dir “;CSIDL_PROFILEdesktop” ;
« CSIDL_SYSTEMcmd.exe /c cmd /c dir users /b
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- cmd /e dir  “;CSIDL PROFILEdesktop”

* ¢cmd /c dir users /b

* reg save hklmsecurity CSIDL. COMMON DOCUMENTS Ssecurity.hiv

e rar a -r -hplqaz@WSX3edc! @# W22-009-099.tmp “;CSIDL._ COMMON
DOCUMENTSw22-009-099_file”

* reg save hklmsystem CSIDL. COMMON DOCUMENTSsystem.hiv

+ reg save hklmsam CSIDL_ COMMON_DOCUMENTSsam.hiv
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A{2351E (10Cs:Indicators of Compromise)

IR 10C /& E AT Haz 8 2w SRR HF A > S8 T e kb 2 min S f ML PH IERZ A 2K -

Type loc $EH
SHA2 85867a8b4de856a943ddSefaaf3b48aecd2082aal0ceba799df53bad79%4e81cS  checkID
SHA2  12425edb2c50eac79f06bf228cb2dd77bble847c4c4a2049¢91e0c5b345df5f2  xPack
SHA2  e4al5537f767332a7ed08009f4e0c5a7b65e8cbd468eb81e3e20dc8dfc36aced  xPack
SHA2  e488f0015f14a0eff4b756d10f252aa419bc960050a53cc04699d5cc8df86c8a xPack
SHA2  9456d9a03f5084e44{8b32d936b7062819ad1dd89e06ace612351b19685fef92  xPack
SHA2  730552898b4e99c7t8732a50ae7897tb5£83932d532a0b8151f3b9b13db7d73¢c  xPack
SHA2  de9bd941e92284770b46f1d764905106f2c678013d3793014bdad 77765402451  xPack
SHA2  390460900c31829a5¢9026208{9486af58b149d2ba98069007218973a6b0df66  xPack
SHA2 4331d1610cdedba314fc71bbbed35fea03bc49241eb908270265c004f5701a29  xPack
SHA2  9b5168a8f2950e43148fed7576ab3ac5b2cfa8817b124691c50d2¢77207t6586  xPack
SHA2  a74cb0127a793a7f4a616613c5aae72142c1166f4bb113247e734{0efd48bdba  xPack
SHA2  e5259b6527e8612f9fd9bba0b69920de3fd323a3711af39f2648686fal39bc38  xPack
SHA2  eb7a23136dc98715c0a3b88715aa7e936b88adab8ebac70253a5122b82402df3  xPack
SHA2  789f0ec8e60tbc8645641a47bc821b11a448628892b6ce141867a40247954ed  Keylogger
SHA2  3db621cac1d0267143565011558b1847212c91169314c1d43bfc3a4798467d0d  Keylogger
SHA2  443f4572ed2aec06d9fb3al190de21bfced37c0cd2ec03dd48a0a7be762858925  JpgRun
SHA2  f4534e04caced1243bd7a9¢ce7b3cd343bf81558982cbabff93fa2796233fe929 JpgRun
SHA2  e968e0d7e62tbc36ad95bc7b140ct7c32cd0f02fd6f41914eeb7c7b87528cte? EHAGBPSL
SHA2  (0bbb477c1840e4a00d0bbcd3bd8121b23e1ce03a5ad738e9aa0e5e0b2elelfea EHAGBPSL
SHA2  55636c8a0baadb57e52728¢c12dd969817815ba88ec8c8985bd20f23acd7f0537 EHAGBPSL
SHA2  2a541a06929dd7d18ddbae2cb23d5455d0666af 7Tbdcdf45b498d1130a8434632 EHAGBPSL
SHA2 85867a8b4de856a943ddSefaaf3b48aecd2082aa0ceba799df53bad794e81cS  checkID
SHA2  29d7b82f9ae7fa0dbaf2d18c4d38d18028d652ed1ccc0846e8c781b4015b578  checkID
SHA2  f7cab241dacte7db93692a4b85bd52904022055111be2fc413661239c3c64af3d  checkID
SHA2  2aa52776965b37668887a53dcd2374£c2460293b73¢897de5d389b672¢1313ff  checkID
SHA2  79a37464d889b41b7ea0a968d3e15¢8923a4c0889{61410069415d02458cb9%eed  checkID
SHA2  48d41507f5fc40a310fcd9148b790c29aeb9458ff45789d091a%af114£26f43 NetSessionEnum
SHA2 01a48411022e96a5af613eb76c6b72293400e52787ab228e0abb862e5a86874  MMC
SHA2  e1a0c593c83e0b8873278fabceffod772eeaaac96d10aba31fcf3992bc1410e5 MMC
SHA2  dfee6b3262e43d85f20f4ce2dfb69a8d0603bb261fb3dfa0b934543754d5128b  Mimikatz
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Yara Rulesrule xpack_loader

{
meta:
author = "Symantec, a division of Broadcom"
hash = "12425edb2c50eac79f06bf228cb2dd77bb1e847c4c4a2049c91e0c5b345df512"
strings:
$s1 = "Length or Hash destoryed" wide fullword
$s2 = "tag unmatched" wide fullword
$s3 = "File size mismatch" wide fullword
$s4 = "DESFile" wide fullword
$pl = "fomsal.Properties.Resources.resources" wide fullword
$p2 = "xPack.Properties.Resources.resources” wide fullword
$p3 = "foslta.Properties.Resources.resources" wide fullword
condition:
uint16(0) == 0x5A4D and uint32(uint32(0x3C)) == 0x00004550 and (2 of ($s*) or any of ($p*))

}

rule xpack_service
{
meta:
author = "Symantec, a division of Broadcom"
hash = "390460900c31829a5¢9026208f9486af58b149d2ba98069007218973a6b0df66"
strings:
$s1 = "C:Windowsinfwdnvsc.inf" wide fullword
$s2 = "PackService" wide fullword
$s3 = "xPackSvc" wide fullword
$s4 = "eG#!&5h8VS$" wide fullword
condition:
uint16(0) == 0x5A4D and uint32(uint32(0x3C)) == 0x00004550 and 3 of them

}
rule EHAGBPSL loader

{
meta:
author = "Symantec, a division of Broadcom"
hash = "e968e0d7e62fbc36ad95bc7b140ct7¢32cd0f02fd6f41914eeb7c7b87528cfe2"
hash = "2a541a06929dd7d18ddbae2cb23d5455d0666af 7bdcdf45b498d1130a8434632"
strings:
$s1 = {4500 00 00 48 00 00 00 41 00 00 00 47 00 00 00 42 00 00 00 50 00 00 00 53 00 00 00 4C} //
EHAGBPSL
$s2 = {74 00 00 00 61 00 00 00 72 00 00 00 57 00 00 00 6F 00 00 00 6B} // tarWok
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$b1 = "bnRtZ3M=" fullword // ntmgs

$b2 = "TmV0d29yayBNYW5hZ2VtZW50IFNlenZpY2U=" fullword // Network Management Service

$b3 = "UHJvdmlkZXMgYWJpbGl0eSBObyBtYW5hZ2UgbmV0d29yayBvdmVyIHR0ZSBuZXQgcHIv
dG9jb2wu" fullword // Provides ability to manage network over the net protocol.

$b4 = "bnRtZ3MuZG" // ntmgs.dll / ntmgs.dat

$b5 ="aW1nMS5gcGe=" fullword // imgl.jpg

$cl = "Wscms.nls" fullword

$c2 = "Wscms.dat" fullword

$c3 = "Wsems.dll" fullword

$c4 = "Wsems.ini" fullword

$c5 = "ImagesO1.jpg" fullword

$el = "StartWork" fullword

$e2 = "ServiceMain" fullword

$h1 = {DD 9C BD 72} // CreateRemoteThread

$h2 = {C0 97 E2 EF} // OpenProcess

$h3 = {32 6D C7 D5} // RegisterServiceCtrlHandlerA

$h4 = {Al 6A 3D D8} // WriteProcessMemory
condition:

uint16(0) == 0x5A4D and uint32uint32(0x3C)) == 0x00004550 and all of ($e*) and (all of ($s*) or any
of ($b*) or 3 of ($c*) or all of ($h*))
}
rule keylogger
{
meta:
author = "Symantec, a division of Broadcom"
hash = "3db621cac1d0267143565011558b1847212c91169314c1d43bfc3a4798467d0d"
hash = "789f0ec8e60fbc8645641a47bc821b11a4486f28892b6ce141867a40247954ed"
strings:
$ml = "BKB_ Test" fullword
$m2 = "KLG sd76bxdsIN" fullword
$k1 = "[%d/%02d/%02d %02d:%02d:%02d K-E-Y-L-O-G]" fullword
$k2 = "[%d/%02d/%02d %02d:%02d:%02d C-L-I-P-B-D]" fullword
$k3 = "< Title--%s-- >" fullword
$k4 = "ImpersonateLoggedOnUser Error(%d)" fullword
$f1 = {5573 6572277222700 00 00?77?77 6B 6579 2E} // Userkey.
$2={5573 657277777700 00 00 ?? 7?7?64 61 74 2E} // Userdat.
condition:
uint16(0) == 0x5A4D and uint32(uint32(0x3C)) == 0x00004550 and (2 of ($k*) or (any of ($m*) and
any of ($f*)))
}

rule checkid loader
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meta:
author = "Symantec, a division of Broadcom"
Description = "BlackHole/BlackSwan / QuasarRAT/xClient loader"
hash = "29d7b82{9ae7fa0dbaf2d 18c4d38d18028d652ed1ccc0846e8c781b4015b578"
strings:
$s1 = "Call %s.%s("%s") => %d" fullword wide
$s2 = "Assembly::Createlnstance failed w/hr 0x%081x" fullword wide
$s3 = "checkID"
$s4 = "NULL == checkID hMutex" fullword
$s5 = "checkID Mutex ERROR_ALREADY EXISTS" fullword
$s6 = "dllmain mutex ERROR_ALREADY EXISTS" fullword
$x1 = "xClient.Program" fullword wide
$x2 = "LoadPayload" fullword
$ml = "SFZJ Whl6gJGFKL" ascii wide
$m2 = "d5129799-e543-4b8b-bb1b-eOcbad1bccf8" ascii wide
$m3 = "USA HardBlack" ascii wide
$b1 = "BlackHole.Slave.Program" fullword wide
$b2 = "NuGetConfig" wide
$b3 = "VisualStudio.cfi" wide
$p = {E1 F6 3C AC AF AC AC AC A8 AC AC AC 53 53 AC AC 14}
$t = "Os+Nksjd1czZ1drJktPO24aEjISMtsvLy5LIzNjdyNnL1dLY08uS39PRhoSMhly2;YyPkomNko2I;J
KEilaEjISM"
condition:
uint16(0) == 0x5A4D and uint32(uint32(0x3C)) == 0x00004550 and 2 of ($s*) and (all of ($x*) or any
of ($m*) or all of ($b*) or $p or $t)
}

BAR(EE

HBFER

BB F (Threat Hunter) B2 EFETABN—BLZ2ER» H
EREATA T HMENRE > HHEMETERMIEERE > M
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[RERABLE - https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/china-apt-antlion-taiwan-financial-attacks
AXHHRZENERATEHMOEBRIZM - INFER - EMHEEIU ESymantec RBRAE % » FH%E © 2022/02
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