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SAVETIME

INFORMATION SECURITY

* reg add HKLMSYSTEMCurrentControlSetControlLsa /v DisableRestrictedAdmin /t REG_DWORD /d 0

TR AAE 11 A 18 H - Y PsExec HeHAHITE(E PowerShell <l A5
Windows Defender [958 - ELB%i = » PowerShell #72H5 *.exe Hrid S paHimitavEpsNE—E S - S H
A I B BAL AR AT -

11 A 18 FI% » Noberus 1K1 H—[EE FIEME Psbxec HF -

Fy T 5% Noberus SESIERERA(T - ERE—HRFEN TAEHUER (Access Token) s« JERAETT
HU Noberus ‘2 #E1) Tor HUEHFIE 7352 2 10— FiH - BIZEEIEAERT N TRIMATR < -

* CSIDL _WINDOWStemppsexec.exe -accepteula [REDACTED] -u [REDACTED] -p [REDACTED] -s
-d -f-c¢ [REDACTED)].exe --access-token [REDACTED] --no-prop-servers [REDACTED] --propagated
* [REDACTED].exe --access-token [REDACTED] --no-net

FE T > PsExec SEfE A LU TN RFERT A < 5 S BUEEDHY -

© s — DLASRIRIRHIT
« d - DEEEEME ST (RERIEFEIE)
« f, ¢ —— 7 Noberus f&ZE 8 BIF E Iq EE S

BN B {Ea < 0 "no-net ) sn YIS E Noberus 7B P~ R EEAEEEHL A
o BRESRa S YI2 B HER 55 R - SF2H NREETEEER -

FERFIAREFAHIFTA Noberus #afrh - 2 HFZEHIEZH AN B —H (0 - R
WEEH ST A L2 E S -

#A{T Noberus 1& » BIZRHEG & S G MIPR L o] HAVMEER 2R (BRI B TR E
) > DH IS RIS -

* cmd /c vssadmin.exe delete shadows /all /quiet
ZA1% Noberus BTar< LAER WMIC WEERGTEE - DUERCE & BRI S 0 A v — P
(UUID) - ZA&E SRR T FFHUORE ) S SRR 2 BB B R HIEE— Tor firikry—&fos -

* Navigate to: http.//mu75ltv3ixd24dbyubgtvmnwybecigsSauki7fces43 7xvvflzva2nqd.onion/?access-
key=8${ACCESS KEY}"

T EE] Noberus BT fsutil 74 - Fsutil S TELEZECE SR (FAT) Al NTFS HE2%E 44t
MHRAEVETRS © FESEBAFT - EEERRIEL SymLink FEAETT Ry > BT L 40 F T HIRF SR
G (Symbolic links) » FF5E2H4S (Symbolic links) ££ H # i —(EREZR - ZIEZEE RS —(E
B BE R = -
* cmd /c fsutil behavior set SymlinkEvaluation R2L: 1
* cmd /c fsutil behavior set SymlinkEvaluation R2R: 1
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It Ry Bt SRR FER T 20 (AT E s )+ FTRERECR Noberus ] DU & LR T =0l
LTI -

TE Ry EREHHIFN—E073 > Noberus & sk bR EHY 73 H1& - 5’*1’& TEHBEE Mnet use , @
SHEETTERE - IRANEHREEH PsExec —LIE Ry ILHEHIT— » PsExec DABRGETE =ik A F
Noberus H* e

TEICEEHARS » IR E BB T BB 18 PsExec % H i A [EIIF 55 K # H (concurrent requests)
HIPRA -

* cmd /c reg add HKEY LOCAL MACHINESYSTEMCurrentControlSetServicesLanmanServerPara
meters /v MaxMpxCt /d 65535 /t REG_DWORD /f

i TJREA B Noberus 1EEE(E 48RS i (&5 -

FEIEFEEL > Noberus #484% 1E—4HTHE BAVIEE ARG IIEL T -

FELY B HBAE P AYFE(ERF 2] - SHERE SR EREGIEEE TR IERGS - EEEWL - WBELF
REF BT BRAGI R R BRI BG Y o — TS - BB BIERS L HA &4 - FEER AR - 483t
SIS RGN - HEUEE B2 /07 261 SEMEAL T Noberus ©

Ransom.Noberus : #{i54AER

¥f Noberus RS8R > CHIRSAT RBELERMMEZE HHER L EEHEHE 2 -
R ELWE EEE R - B0 EMRGREIA

* cmd /c vssadmin.exe delete shadows /all /quiet

2% o B A S DU 32 R BE RS U B 2 F i —BEEEkES (UUID) -
* cmd /c wmic csproduct get UUID

PAt& - UUID F128 "7 HUS M, AR AR T ACCESS KEY | -

* Navigate to: http.//mu75[tv3ixd24dbyu6gtvmnwybecigsSauki7fces43 7xvvflzvaZngd.onion/? access-
key=${ACCESS KEY}"

Z81% > Noberus B i 21 A HUR it i 1 28 i £ S5 A 6 S

* cmd /c fsutil behavior set SymlinkEvaluation R2L: 1
* cmd /c fsutil behavior set SymlinkEvaluation R2R: 1

2tk - EESUEEE DU d O A R 1
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INFORMATION SECURITY

- BERLUMES - St
o FindFirstVolume
o FindNextVolume
o FindVolumeClose

* RRIBHLLUT A HUSESIE A -

o GetVolumePathNamesForVolumeName

- ARG HRSIE 4 > Noberus FHER M N e H#EE -

o SetVolumeMountPoint.

Z81% > Noberus JEER[E| AL & SUE S ARSI 2 AE T -

EiEiEEEA "net use | A5 5 NetShareEnum pHELE T AT LA - 287% » (EFINERE T

MY TR UE R RS L T

{85 -

Noberus %2 52\[& 7% 1% PsExec #E{T{EH#E -

* locker::core: :-windows::psexec

PsExec 154H#k AFE Noberus F2=HEH (27 E 1) - B zib B %5 ([E2) -

JEE 7
//‘E\%n EFISA

ﬂ ’ Ocourrences of bi... G ’ Occurrences of .. Q Ocosrence.... Lj a Occurrences of ... D 11 [sign... :3 IE BE @ @ LI @

Rls. B

.text:@@4CEBT3
.text:@e4CEBTE
.text:@@4CEBS
Jtext:004CEBSE
.text:@e4CEBSB

" | text:eeacensr
_ |«text:004CEB97

«text:@@4CEBIF
.text:@@4CEBA7
text:@84CEBAF
.text:@84CEBB7

.text:084CEBC3
text:@84CEBCT
.text:884CEBCE
Jtext:0e4CEBDS
.text:004CEBDE
Jtext:@@4CEBE2
.text:004CEBE4

" |.text:@@4CEBES

text:@@4CEBFO
.Text:@@4CEBFE
.text:@84CEBFA
.text:084CECE

text:084CECE® ;

-text:884CECHS
.text:ee4CECI®
text:ee4CECIe

# % | text:@@4cEC1O
¥ |.text:@@4CEC12

Ltext:ee4CEC1?
Jtext:084CEC17
.text:@@4CEC17

¥ | text:@04CEC17
® | text:@@4CECIA
" | text:@@4CECIC
" | text:@@4CECIF

loc_ 4CEC10:

loc_4CEC17:

mov edx, 1
lock cmpxchg ds:dword_62E@58, edx
jnz loc_4CEC17
mov eax, ds:Src
lea edx, [esp+lCChivar_16C+4]
mov dword ptr [esp+lCCh+var_18C+4], @
mov dword ptr [esp+1CCh+var_18C], @
mov dword ptr [esp+lCChivar 184], offset PSEXEC_MODULE ; d-----------
mov dword ptr [esp+1CChivar_184+4], 68C8Ah
mov dword ptr [esp+1CCh+var_17C], @
mov byte ptr [esp+1CCh+var_174+4], 286h ; " °
mov byte ptr [esp+lCCh+var_17C+4], 4
xor esi, esi
mov dword ptr [esp+l1CCh+var_16(], eax
mov dword ptr [edx+4], @
mov dword ptr [edx], @
mov dword ptr [edx+2], @
mav dword ptr [edx+5], @
xor edx, edx
mov dword ptr [esp+lCChivar_188], eax
mov dword ptr [esp+lCCh+var_1B8+4], @
mov [esp+iCCh+var_180], @
cmp esi, edx
jz loc_4CF2F7
jmp loc_4cCF3eE
align 1@h
; CODE XREF: SELF_PROPAGATION#+146Alj
pause
mov eax, ds:dword 62E058
; CODE XREF: SELF_PROPAGATION+13BBtj
; SELF_PROPAGATION+13D@tj
cmp eax, 1
jz short loc_4CEC1@
cmp eax, 2
jnz loc_4CFD58

000CDFSE 00000000004CEBSF: SELF_PROPAGATION+13EF (Synchronized with Hex View-1)

<

1. AL B EHAGFE (G Y PsExec

£ 2 R F IR R
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ﬂ ‘Cknrrermsnfh @ 'Dcunencesnf @ ‘&uﬂm@ ‘Dccm’encasnf, @ ||[§g‘l,,,@ @St, @I—E @ Estm En @

¥ l.rdata:@@sace2e db @ch

® |.rdata:@esace21 db @

* |.rdata:@@sacp22 db @

*® |.rdata:eesace23 db @

® |.rdata:eesacB24 PSEXEC_MODULE db @EDh ; i | ; DATA XREF: SELF_PROPAGATION+13EFto

*® |.rdata:eesace2s db @8Dh ; %

* |.rdata:eesacB26 db 9

* |.rdata:eesacs27 db &eh ;

* |.rdata:eesacs2s db Sah ; T

* |.rdata:e@esacs29 db 4sh ; E

® | rdata:eesacs2a db ©F&h ; o

® | rdata:B@sACB2B db @Esh ; &

* | rdata:@@5ACB2C db @DDh ; ¥

* |-rdata:eesACE2D db 9Dh

® | rdata:®@5ACB2E db 74h ; t

® |.rdata:@esACB2F db 42h ; B

*® |.rdata:eesacB3e db 3

* |- rdata:@eesAcB31 db 81h

* |.rdata:eesace3z db 8Eh

* |- rdata:eesacs33 db  12h

® |- rdata:eesacs34 db  2@h

* |.rdata:@@5ACB3S db 24h ; *

* |.rdata:885ACB36 db 44h ; 3

* |.rdata:@asaAcB37 db  14h

* |.rdata:@85ACE38 db 5@h ; P

® | rdata:8@5ACB39 db 94h ; *

® |.rdata:PesACB3A db ecsh ; A

® |.rdata:®85ACE3B db 4agh ; @

* |. rdata:@@54CB3C db 58h ; X

® |. rdata:@@5ACB3D db 12h

® |.rdata:eesAcB3E db 12h

® |.rdata:eesacesF db 2eh

* |.rdata:eesacp4e db 1

*® |.rdata:eesaces1 db 12h

*® |.rdata:eesacs42 db a4eh ; @

® |.rdata:eesacsa3 db 9

® |.rdata:eesacBas db 6

* |.rdata:easacB4s db 2
O0LAADZ4 00000000005ACB24: .rdata;PSEXEC MODULE (Synchronized with Hex View-1)
<

2. PsExec [ zIib 75 8] Z B AETE (15 A

fiE BR4E 1% 7Y PsExec & /& —(E &% Microsoft g #4HHZ

Nuvg

AE (E3) -

O& x [ mavewa [ [ stingswindow B B sexviews [ [B stucwes & E ewms [ FE mpors O B EBports
Address Length Type  String
(5] .rdata:0045CB68 000D0OGF 2 The version of the PsExec service running on the remote system is not compabible with this ve...
(5] .rdata:0045CDES 000D0D4F C PsExec executes a program on a remote system, where remotely executed console\n
(5] .rdata:0045CE38 00000025 C pplicati interactively\n
jE .rdata:0045CEE0  000DOOD3 c \nUsage: psexec [\\\\computer[,computer2[....] | @file]l[-u user [-p psswd]][-n s](-r servicena...
E rdata:0045CF38 00000048 C -a Separate processors on which the application can run with\n
51 .rdata:0045CFB8  0ODOC049 c commas where 1 is the lowest numbered CPU. For example,\n
E rdata:0045CFDE 00000043 C to run the application on CPU 2 and CPU 4, enter\n
(5] .rdata:0045D01C 000D00DTA C a2 A\"n
E -rdata:00450038 000D0DDCY C -C Copy the specified program to the remote system for\n execution. If you o...
E rdata:00450108 00000048 C -d Don't wait for process to terminate {non-interactive).\n
] .rdata:0045D150 00000040 C -e Does not load the specified account's profile.\n
- E rdata:004501%0 00000072 c -f Copy the specified program even if the file already\n exists on the remote sy...

> (5] .rdata:0045D208 000000DA e -i Run the program so that it interacts with the desktop of the\n specified sessi...
(5] .rdata:0045D2E8 00000D4A = -h If the target system is Vista or higher, has the process\n
E rdata:00450338 00000046 C run with the account's elevated token, if available\n

gix fﬂ .rdata:00450380 0000004E C -l Run process as limited user (strips the Administrators group\n
[ .rdata:0045D3D0 00000D4A C and allows only privileges assigned to the Users group).\n
FS] rdata:0045D420 00000047 C On Windows Vista the process runs with Low Integrity.\n
------------ @ rdata:00450468  0000004E C -n Specifies timeout in seconds connecting to remote computers.\n
(5] .rdata:0045D4B8 ODODODSE C -p Specifies optional password for user name. If you omit this\n you will be pr...
E rdata:0045D548 00000051 C -r Specifies the name of the remote service to create or interact.\n
5] .rdata:0045059C 00000017 C with\n
5] .rdata:0045D5B4 0DODOD3F C -5 Run the remote process in the System account.\n
E rdata:0045D5F8  0000005C C -u Specifies optional user name for login to remote\n computer.\n
[5] .rdata:0045D658 00000092 c -v  Copy the specified file only if it has a higher version number\n or is newer o...
F5] .rdata:0045D6F0 00000047 = -w Set the working directory of the process (relative to\n
5] .rdata:0045D738 00000023 G remote computer)\n
]:l Q .rdata:0045D760 00000064 C -X Display the Ul on the Winlogon secure desktop (local system\n only)\n

F=] .rdata:0045D7C8 00000047 (= -arm  Specifies the remote computer is of ARM architecture\n
‘s .rdata:0045D810 00000045 C -prierity\tSpecifies -low, -belownormal, -abevenormal, -high or\n
Line 1 of 654

3. RS PsExec 15

R ES

Rg

A4
“ES

7 FAB 3> 2 5 R

Vil

REEH-F
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— B TS T HE AU EGET AT AE - Noberusih & 8 RESELL MR FFFIARTS

"

synctime"”,

 "encsvc","thebat","mydesktopqos", "xfssvccon”, "firefox", "infopath", "winword", "steam”,

”nn "

onenote","mspub”, "thunderbird", "agntsvc”,

14 H

"notepad","ocomm”, ql", "excel"”, "powerpnt”, "outlo

"n "n

oracle”,

"n "o

ok", "wordpad", "dbeng50", "isqlplussvc", "sqbcoreservice", ocautoupds", "dbsnmp", "msac

" " 1. r oI "1 "

cess", "thirdconfig","ocssd", "mydesktopservice”, "visio", "sql*", "mepocs”, "memtas”, "veeam", "svc$

” H lH . H .

" "backup", msexchange"

TEIGIEINFERE TR L H R - EREREIRES - fla

"o "on

* "system volume information","intel","8windows.~ws", "application data","$recycle.bin",

”on

"mozilla","program files (x86)",

"o "o

'program files","8windows.~bt", "public"”, "msocache”,

"o

windows

n"onn

" "default”,"all users", "tor browser", "programdata", "boot", "config.msi

H " ”on

‘perflogs”,

autorun.inf”, "ntldr", "bootsect.bak”, "thumbs.db", "boot.

n"n

'google”,

" onn

appdata”, "windows.old", "desktop.ini",

ini","ntuser.dat", "iconcache.db", "bootfont.bin", "ntuser.ini", "ntuser.dat.log", "themepack", "nls", "di

"o ”n I 1. n H

agpkgﬂ’ HmSl' H, Hlnkﬂ, Hexe H, Hcab II’ ", H ”bat" Hdrv " "I"lp msp pr msc H ery

n Hocx H, Hdl'a
gcab !I’ "dl'angg", deb n prx 1 thl) n !Ilcns ”n Hrom n !ldll ”on SStyleS n H d’! ”. ] H, Hl‘cs N, "hta H’ Hbl'n H, n
cmd"’ "ani", !7386!7’ Hlockﬂ chr!! Hldx!! ", ys 4 Hcom n "deSkthemepaCk” ", N Hldf" "theme 14 Hmpa ” H no

n H

medla l" " plli’ Iladvll, "l.Cl", Hmsu n

JR1% » Noberus 4485 F AES 5 ChaCha20 #EITREZE NN -
h ERSIIFL S F- 2 FEt A= iy - Noberus {PISF{# A BCryptGenRandom A= f%—{EFEf&s s
 WFEAE 4 TR R TR T EAEE T4 -

.rdata:0060E3E4 a0P010203040506 db '00010203040506070809101112131415161718192021222324252627282930313"

.rdata:006@E3E4 db "23334353637383940414243444546474849505152535455565758596061626364° ; 1/99°2
.rdata:0060E3E4 db '65666768697071727374757677787980818283848586878889909192939495969"
.rdata:0060E3E4 db '79899°

4. IS R A7 T

AR A HAS ORI T sykffle » &340
- [JRIETER ] [JRIGEIRE 4] sykifle
ZX1% Noberus & —{HHI A > —{H .txt F1—(E 2 FZBRHY png [BIFE - fE240T ¢

* RECOVER-sykffle-FILES.xt
* RECOVER-sykffle-FILES.txt.png

R ST EEL TAE

R in RIS R R R
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» SAVETIME

INFORMATION SECURITY

> Introduction

Important files on your system was ENCRYPTED and now they have "sykffle" extension.

In order to recover your files you need to follow instructions below.

>> Sensitive Data

Sensitive data on your system was DOWNLOADED and it will be PUBLISHED if you refuse to
cooperate.

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services.

- Financial information including clients’data, bills, budgets, annual reports, bank statements.

- Complete datagrams/schemas/drawings for manufacturing in solidworks format

- And more...

Private preview is published here: http.//zujgzbu5y64xbmvc42addp4ixkoosb4tslfSmehnh7pvgjpwxn5gok
vd|[.Jonion/[REDACTED]

>> CAUTION

DO NOT MODIFY FILES YOURSELF.

DO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.

YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.

YOUR DATA IS STRONGLY ENCRYPTED, YOU CAN NOT DECRYPT IT WITHOUT CIPHER KEY.
>> Recovery procedure

Follow these simple steps to get in touch and recover your data:

1) Download and install Tor Browser from: https://torproject.org/

2) Navigate to: http.//mu75ltv3ixd24dbyu6gtvmnwybecigsSauki7fces437xvvflzvalnqd/.]onion/? access-
key=[REDACTED]

Important files on your system was EMCRYPTED,
Sensitive data on your system was DOWMLOALED,

To recover your files and prewvent f:-l.Jk:-liE-}'uir'u:g of sensitive information follow
instructions in "${MOTE_FILE_MAME:" file,

[E]S. Noberus H7#) 2 4]

EEMHRNEEENES

BT A B RO - IS EEE A HACe HEAESE - EEWERIEZREE
WA e B - SRR A S S EEIREHEEZ - ©2H Rust S5 - ERAER
HEAR Rust 8%~ FHEEHEGRHE A BER - HEBsRBZE - SR RIEEH S A BT
AMEtEE— BT -

HEPRE H AT Ry b o [BEEEE R YR 2 FEF B E IR > {H Noberus 4SS HY#HEME LUK
HAPTER ZZ B I B I BB R EUE RO » IR AR AR B B F % S R - 5

PR ORREEM-FrEBofEAS RS R
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INFORMATION SECURITY

B SRR RS R 5 A B IEAE B s E Rk T AR > EERE
F R E R TE VB E TR

=P

P e N S — I R ER A A RURE o DUTEREBH Ay Symantec EHIEIHEERERATE
SR R R
ERY (B OENIREHNRES EERIE) Pk -

+ Ransom.Noberus

+ Trojan.Gen.2

* Trojan.Gen.MBT

* Trojan.Gen.NPE
it 1TAEBE T (Snoar) BIBhE -

+ SONAR.SuspLaunch!gen4
Eit R 2 TP ER:

* Heur. AdvML.C

* Heur. AdvML.M
{AERIERAHEE -

AT Webpulse (48 EHkfE) 48 H B 8h[olgEHEZE DR HA e E R AErE B E R - EAgHA1
R T H R EE

« Attack: Ransom.Gen Activity 51

St AT DAL B (o i FE H P88 v R R i I P58 2225 (Protection Bulletins) ©

B (FE

BFER

BB F (Threat Hunter) BB 2 EBFIETABN—BEL2ER > H
EREATE T HMENKRE > HHEMETERMIEERE > Wi
DITUENE A EHRE -

JRBRABLE < https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/noberus-blackcat-alphv-rust-ransomware
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