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o Attack: Bluwimps SMB Activity
e Attack: Fake SMB Server Response
o Attack: SMB Arbitrary Service Create Request 2
e Attack: SMB Double Pulsar Ping
e Attack: SMB Double Pulsar Response
o Attack: SMB PE File Drop Startup Directory
e OS Attack: Microsoft SMB MS17-010 Disclosure Attempt
e OS Attack: Microsoft SMB MS17-010 Shellcode Attempt
e OS Attack: Microsoft Windows SMB RCE CVE-2017-0144
e OS Attack: Microsoft Windows SMB Remote Code Execution CVE-2017-0143*
e OS Attack: Microsoft Windows SMB Remote Code Execution CVE-2017-0144*
e OS Attack: MS SMB2 Validate Provider Callback CVE-2009-3103
e OS Attack: SMB EFS NTLM Relay Attempt
e OS Attack: SMB Validate Provider Callback CVE-2009-3103
e OS Attack: Windows SMBv3 CVE-2020-1206
o System Infected: Bad Reputation File SMB Request
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e Audit: Bad Reputation File SMB Request

e Audit: Microsoft Compressed SMB Packet

e Audit: SMB Admin Share Connect Request

e Audit: SMB Bruteforce Attempt

e Audit: SMB Exchange Server WebShell Access Attempt

e Audit: SMB Request From External Host

e Audit: SMB Suspicious DLL Create Attempt

e Audit: SMB Suspicious Folder File Creation

e Audit: SMB Unimplemented Trans2 Subcommand

e Audit: SMB Windows Print Spooler RpcAddPrinterDriverEx Attempt

e Audit: SMBv1 NTLM Authentication Attempt

e Audit: SMBv1 Traffic Request

e Audit: SMBv2 NTLM Authentication Attempt

o Audit: Suspicious SMB Client Activity

o Audit: Suspicious SMB Client Request™

e Audit: Suspicious SMB Server Response
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