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https://www.cyber.gov.au/acsc/view-all-content/advisories/2021-006-acsc-ransomware-profile-lockbit-20
https://www.bleepingcomputer.com/news/security/hackers-leak-passwords-for-500-000-fortinet-vpn-accounts/
https://www.bleepingcomputer.com/news/security/hackers-leak-passwords-for-500-000-fortinet-vpn-accounts/
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https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/microsoft-exchange-server-protection
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/microsoft-exchange-server-protection
https://www.theverge.com/2021/7/19/22583251/us-government-blames-china-cyberattacks-microsoft-exchange-hack
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34473
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34523
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31207
https://us-cert.cisa.gov/ncas/alerts/aa21-209a
https://www.oig.doc.gov/Pages/The-US-Census-Bureaus-Mishandling-of-a-January-2020-Cybersecurity-Incident-Demonstrated-Opportunities-for-Improvement.aspx
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https://us-cert.cisa.gov/sites/default/files/publications/AA20-258A-Chinese_Ministry_of_State_Security-Affiliated_Cyber_Threat_Actor_Activity_S508C.pdf
https://www.ncsc.gov.uk/news/alert-multiple-actors-attempt-exploit-mobileiron-vulnerability
https://www.bleepingcomputer.com/news/security/nsa-top-25-vulnerabilities-actively-abused-by-chinese-hackers/
https://www.databreachtoday.asia/report-identifies-vulnerabilities-popular-on-criminal-forums-a-17118
https://www.databreachtoday.asia/report-identifies-vulnerabilities-popular-on-criminal-forums-a-17118
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0796
https://nvd.nist.gov/vuln/detail/cve-2019-0708
https://www.securityweek.com/bluekeep-vulnerability-exploited-deliver-cryptocurrency-miner
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https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-apt10-japan-espionage
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-apt10-japan-espionage
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
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https://www.databreachtoday.com/attackers-keep-refining-business-email-compromise-schemes-a-17432
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
https://therecord.media/scammers-steal-2-3-million-from-small-us-town/
https://therecord.media/scammers-steal-2-3-million-from-small-us-town/
https://therecord.media/scammers-steal-2-3-million-from-small-us-town/
https://www.theregister.com/2020/10/29/wisconsin_political_phishing/
https://www.darkreading.com/attacks-breaches/covid-19-related-attacks-exploded-in-the-first-half-of-2020
https://www.darkreading.com/attacks-breaches/covid-19-related-attacks-exploded-in-the-first-half-of-2020
https://www.fbi.gov/news/stories/ic3-logs-6-million-complaints-051721
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/threat-landscape-trends-q3-2020
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/threat-landscape-trends-q3-2020
https://www.zdnet.com/article/be-warned-covid-19-vaccine-scams-are-now-appearing-online-over-text-and-over-email/
https://threatpost.com/phishing-costs-quadrupled/168716/
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https://www.clearskysec.com/operation-dream-job/
https://www.clearskysec.com/operation-dream-job/
https://www.cyberscoop.com/north-korea-coronavirus-pandemic-vaccine-johnson-johnson-novavax/
https://www.reuters.com/article/us-healthcare-coronavirus-astrazeneca-no/exclusive-suspected-north-korean-hackers-targeted-covid-vaccine-maker-astrazeneca-sources-idUSKBN2871A2
https://blog.google/threat-analysis-group/new-campaign-targeting-security-researchers/
https://cybersecurity.att.com/blogs/labs-research/lazarus-campaign-ttps-and-evolution
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