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Microsoft ActiveX Control CVE-2013-7331 81%

AAHEE B 2R

Adobe Flash Player CVE-2015-0313

81%

Microsoft Internet Explorer CVE-2014-

Adobe Flash Player CVE-2015-5119

14%

Adobe Flash Player CVE-2015-5122

5%

o
0322 o
Adobe Flash Player CVE-2014-0515 7%
Adobe Flash Player CVE-2014-0497 2%

Heap-Based Buffer Overflow aka
‘Ghost’ CVE-2015-0235

<1%

Microsoft Windows CVE-2014-4114 OLE <1%

Adobe Flash Player CVE-2015-3113

<1%
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Hacking Teamt7 #5 5%

« Hacking Team (HT) 7£Adobe Flash, Internet Explorer and Microsoft Windows#3 171
e =D

CVE-2015-5119 Adobe Flash July 7 July 8

CVE-2015-5122 Adobe Flash July 10 July 14
CVE-2015-5123 Adobe Flash July 10 July 14
CVE-2015-2425 Internet Explorer July 14 July 14
CVE-2015-2426 Microsoft Windows July 20 July 20
CVE-2015-2387 Microsoft Windows July 8 July 14
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Percentage

Attachment 2015 Overall Attachment
Type Percentage Type

.doc ) : 38.7%

.DOC
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pdf
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Adobe Plug-ins

Apple Plug-ins
B Chrome Plug-ins

ActiveX Plug-ins
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Discovered: January 10, 2013 ¢ Syma ntec

Updated: January 10, 2013 1:00:19 PM
Type: Trojan

Infection Length: 4,096 Bytes
Systems Affected: Linux

PHPF.Brobot is a PHP Trojan horse that allows a remote attacker to use a compromised computer, hosting a Web server, 1o
launch distributed denial-of-service (DDoS) att:

Antivirus Protection Dates

« Initial Rapid Release version January 10, 2013 revisi
» Latest Rapid Release version January 10, 2013 n

« Initial Daily Certified version January 10, 2013 re:

+ Latest Daily Certified version January 10, 2

« Initial Weekly Certified release date January 16, 2013

Click here 7] for a more detailed description of Rapid Release and Daily Certified virus definitions.

Writeup By: Andrea Lelli

Summary | Technical Detalls | Removal
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FAKE AV LOCKER RANSOMWARE CRYPTO RANSOMWARE

Performance Optimizer - ere Errors Detected

erfors Sever
& System Warning | o

Found Threats

...........

CATEGORY DANGER LEVEL HUMBER OF ERRORS

‘ System Errors may lead to:
€ corrupted f£il
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X Errors Detected

(USA TollFree)

+1-844-446-8446
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[# Security Response Blog

v' Symantec Official Blog

Technical Support Phone Scams

Hy: Orla Cox |
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Butterfly - 722 T H

e Hacktool.Bannerjack — R E BRIt E TR
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General options

-install: install server on local host and load it

-host <host>: hostname or IP (local host if not set)
-password <password>: server password connection (mandatory)
-forceload: load server on local host without test

server options

-Cmd: server command:
dump: dump stuffz
-=gam: fetch LM/NTLM hashes
-machines: fetch machines hashes
-=history: fetch history for LM/NTLM hashes
-zh: Tetch logon sessions hashes
-gp: fetch security packages cleartext passwords

-=accounts: <account list>»: with =-=-sam, specify accounts to dump

(comma separatea)
=1sa: fetch L3A secreis

2016 Internet Security Threat Report
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AdobefE L iR Z R iEFlashZ ZifmiE

- Adobe #6/23#THEH RAEZEELRIFEEXRLZ EMmE CVE-2015-3113
- —ANRN - ABRAMENKEBEEAG ST AL REEAMERFEE

Magnitude June 27, 2015
Angler June 29, 2015
Nuclear July 1, 2015
RIG July 1, 2015
Neutrino July 1, 2015
& W= P
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TeslaCrypt #)fEERE — IRHAR LS.

Payment varification may take up o 12 hours.

Support
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