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Disarm for Symantec Messaging Gateway

e Disarm removes all active content and
reconstructs a clean version

e Clean attachment is delivered in real-time

e User is never exposed to the attack

Blocked Works with

98%

of Zero Day Exploits in 2013 Attachments
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Symantec Messaging Gateway does not take any action
based on Connection Classification until the appliance
has recorded enough data to make accurate predictions.
Immediately after the initial installation of a Scanner,
Connection Classification is in learning mode. Learning
mode ends when 50,000 messages are received and
the statistics gathered from them have been added to the
database.
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Google Chrome 2 E - FiE Wmdoﬁg XP F1 Wihﬁgi_ows Vista - L EEEE R EELE] Google Chrome F%7 - EEEEIEiE o«
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Updates to Chrome platform supy
Tuesday, Novl.mber 10,2015 Google Chrome

== shuzsesrass

Earlier this year, we announced that Google Chr | Hi#E Chrome HEEER i | [CIZRRESE | )
Windows XP through the remainder of 2015. Al - —

users on older, unsupported platforms such as #RA 4902623112 m
secure operating system. Such older platforms \ @ Google Chrome EF EX & Windows XP 7 Windows Vista » B iESZFF S = U1Z) Google Chrome

and have a greater potential to be infected by viruses and malware.

Today, we're announcing the end of Chrome's support for Windows XP, as well as
Windows Vista, and Mac 0S X 10.6,10.7, and ‘1'D.E?;,:si_nce these platforms are no longer
actively supported by Microsoft and Apple. Starting April 2016, Chrome will continue to

function on these platformg but will no longer receive updates and security fixes.

If you are still on one of these unsupported platforms, we encourage you to move to a
newer operating system to ensure that you continue to receive the latest Chrome

versions and features. —-

Posted by Marc Pawliger, Director of Engineering and Early Notifier
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cprogram files (x860rternet exploreriexzplore exe Irternet Explorer FFQEE 201 Sﬁ':_gﬁ'l TH TaF22855810410AES051 S8D3AE4B04
cprogram filestinternet exploreriexplore exe Irternet | Exzplorer ESE1_2@I20LS¢EE1 ] =] D24 75993009644 2227 DBE0EESESNS. .
cprogram filestinternet exploreriexplore exe Int_erﬂet Explorer ??5§S_E :-2_01 :§ﬁ51 2H16H FESSEOOBGRADE] 9581 E1 5229648998,
cprogram files (x860rternet exploreriexzplore exe I_nternet E_xplorer ??D?SEiQD'I SF12H1E6H 2 CDCABCSAZSB2I0C233TFSE36T5.
cprogram files (x860rternet exploreriexzplore exe 'Ir@erne‘fl_fxplorer ~ 57-'_3040 2010811 H21 8 CE13EGACIEI MBBO2CT A1 T4 AND .
cprogram filesinternet exploreriiexplare exe Irternet Explorer TTE344 201 SETHI H E088 A0S E a0 BESSOTETEooCD
= IEENREEES e
— s EREEREED
N T

1 — A DT ]

pienn.. || sezasm || ﬁmﬂmau | == || 7= |

EREREED
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x|

el R e R A R TR EE AR 2 Pt ERA A - 1T

o] A iR E et R AR S R E R R -

{e AR |My Company

)

v =T a3
EEr: O kAR RERE
% (iR ERIE
I LEESERE T 18
FEFET 5T = iexplore exe
bt =91
ETREE
EmEE= w [ <ea |[ ][ F==-
£E HHE Sl kb
iexplore exe c:program filesinternet explorer, Internet Explorer 11.00.9600.1 6428 (winblue_gdr 13101 ... 813744 -
iexplore exe c:rogram filestinternet explorer, Internet Explorer 10.00.9200.16521 (winS_gdr_soc_ied ... 77E7TE
iexplore exe c:program filesinternet explorer, Internet Explorer 11.00.9600.16425 Cwinblue_gdr 13101 ... 814250
iexplore exe Cprograth files (x8E0NNternet explorery Internet Explorer 1000920016521 (wind_gdr_soc_ie1... 770736
iexplore.exe cprograrm files (x86)internet explarert Irterret Explorer 10.00.9200.16521 (winS_gdr_soc_je1... 770736
iexplore exe c:program files (x86)internet explorert Internet Explorer 10.00.9200. 16521 (winS_gdr_soc_ie1 .. _?'?2255
iexplore exe c:arogram filesinternet explorer, Internet Explorer 5.00.6001 23707 (longhorn_ie8_ldr 15... |E38120
iexplore exe c:rogram filestinternet explorer, Internet Explorer 7.00.6000.17080 (vista gdr.100616-04.. |E54656
iexplore exe c:program filesinternet explorer, Internet Explorer 11.00.9600 16425 Cwinblue_gdr 13101 ... 814250
iexplore exe cprogram files (x86Yirternet explorert Interret Explorer 11.00.9600 16428 Cwinblue_gdr 13104 ... 815304
iexplore.exe cprograrm filesinternst exploret, Irterret Explorer 10.00.9200.16521 (winS_gdr_soc_je.1... 775536
iexplore. exe c:program files (x86)internet explorert Internet Explorer 0.00.9200.16521 (winS_gdr_soc_ie.1...|770736 -
: D]
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i |Tr0jan.Cryptnlncker..ﬂ.F

FFRmaL |W1ndows

nsert statements below:
-1 IF
— Registry: Regiztry value exists
— OR Registry: Registry value exists
— OR: Registry: Registry key exists
=1 THEM
— B
— iinzert statements here:
-|- Ltility: Show message dislog | I
— lDer Machrichtendialog muss durch den Mutzer aktiv bestatiot wel
— LHilty: Log message

— Litility: Run a program |
— LHiltty: Set Timestamp
= ELSE
tmnser‘t statements here:
fEH
— END IF
— iEE

i ][ B

-BEIRRFRIEE S A

It weas found a poszible infection by denTrojan Cryptolocker AF fAG.
- Pleaze inform your IT security and dizconnect the machine from the network,

I
ARHER TS SRE SN [~]

AT B AERIE - RATEEREET WE s "By FEEE True » GRIEHE[E] False =

| AR

Trojan. Cryptolocker AFIAG Infektion gefundeni & olHES BikfEEE

BT ot
E= wurde eine Magliche Infektion durch denTrojan . Cryptalacker AF § AG gefunden.
|| Bitte infarmieren Sie Ihre IT-Sicherhet und trennen Sie den Rechner vom Metzwerk.

BT E]|
1sEEIETAEA T (-]
Wt T (-]
7 SE1 TSRl IR Z 7% » IRRIRAZT 8 5 RA0sNTE:
=Y R 120

[T ENEESIRE R AR « thin i TR M T EA

| w [ wr || wm ]
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# & ATP(Advanced Threat :‘: R e

Protection,Network+Endpoint) i aiasail

= © Advanced Threat Protection ATPis Healthy (v) ~ SavetimeADM
EVenTs
: Show Filters ¥ IP,File Name, Hash Domain Host . Q,

31 of 31 Results

Type First Seen Description Internal External

I, 2016-07-13 03:54:42 . Iocked: http:/iwww_keepsafe.comtwirepor. .. WIN2K3-ENT www_keepsafe com.tw )

S 2016-07-13 03:54:.03 .| Malicious download|detected: 0713 zip WINZK3-ENT www keepsafe com.tw ]
'r%\' 2016-07-07 09:25:40 ___| Malicious trafficlblocked: Web Aftack: Suspicious Execut... PEACE www atpendpoint.com
'\f_ﬁ\' 2016-07-07 09:25:40 ... Malicious fraffic blocked: Web Attack: Suspicious Execut... PEACE www _atpendpoint.com
.&\5. 2016-07-07 09:25:22 ... Malicious download blocked: DA_MaxBad exe PEACE www atpendpoint.com

;ilnsight convicted file from netwnrkI
'%}“ 2016-07-07 09:17:12 ... Blacklisted external computer blocked: testblacklistatp.com PEACE testblacklistatp.com
'\%@' 2016-07-07 09:17:12 ... Blacklisted external computer blocked: testblacklistatp.com PEACE testblacklistatp.com
/Symantec‘ © 2016 Symantec Corporation. Legal Notice License Agreement Privacy Policy L]
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Advanced Threat Protection ATPis Healthy ()  Savel

Endpoint: 192.168.188.5

192.168.188.5 Not Available
HOST NAME USER NAME
@' 192.168.188.5 Not Available
LASTIP ADDRESS OPERATING SYSTEM
O 2016-07-19 03:30:54 UTC Not Available
ATP LAST SEEN TIME 64-BIT
At Risk
DlSPBSlﬂON Not Available
HOST DOMAIN | WORKGROUP INFO
Not Available
MAC ADDRESS
Not Available
SEPM GROUP

Isolate @

Related Incidents

Description Date Created Current State Priority

Muliiple attacks have been detected targeting 192...  2016-07-19 03:30:54 UTC Open Low

1 Total

%% 7/ -www.savetime.com.tw



Advanced Threat Protection ATPis Healthy (/)  SavetimeADM

File: 0713.zip
a916afab524d2090dd02865d37520251a919bbff51092196d52af...
SHA256
a06ad3f0f3cafBlabefafa3f8icaddel
MD5
Mot Signed
CERTIFICATE
B2 application/zip
DISPOSITION FILE TYPE
JS. Downloader
AV SIGNATURE NAME : :
File Overview
Mo
TARGETED ATTACK 3 1 0
RELATED EVENTS RELATED INCIDENTS EMAIL ETECTIONS
0 1
EXTERNAL DOMAINS
CYNIC MODIFICATIONS ACCESSED

Global Reputation

MNot Available Fewer than 5 users
FIRST SEEN PREVALENCE

Local Reputation

Add to Whitelist @  Submitto Cynic @  Submitto VirusTotal @  Download from file store @  Delete File
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U R |_ F | |ter ]I 128 ;klﬁ INFORMATION SECURITY

Extreme Block all |  Allow all |

Monitor All |

Child Abuse Images and Content | Moniter ¥ I

Gore I Monitor = I
- Games Block all Allow All
Self Harm I Monitor _= I

Monitor All |
Suicide | Maonitor |« I i
Sl Cash Gambling I Block |~ I
Violence I Monitor ¥ I

Gambling | Block |- I

Tllegal Activities Block All | allowall |  [Block _=]

Monitor All |

Pornography o
Plagiarism I Monitor _= I
Nudism | Block | = I
Pornography | Block |- I
Malware Block All | Allow All |

Monitor All |
Adware/Spyware | Block = I
Malwara Nomain T - I

Criminal Activities Block All | Allow Al |

Monitor All |
Criminal Skills I Block | = I

il 1

Hacking | Block = I
Hate | Block = I

%% T #-www.savetime.com.tw -



Symantec
Web Gateway

Webgate
admin: log off

Reports
Executive Summary
Enterprise Summary
Custom Reports
Infected Clients

Infections by Spyware
MName

Patential Attacks
Infection Sources
Client Applications
Web Destinations
Botnets

File Uploads
Saved Reports
Alerts

Search...

Policies

Confiauration

A & .SWG(Symantec Web Gateway)

Inline AV [E 35

R RHFH
’0

> SAVETIME

INFORMATION SECURITY

g T e - e
W_lés. Edit Policy

il il Spyware Caté.go;;t

I Select Categur\;

4| ¥|| spyware Severity
4| ¥ rity

Critical

Major

Minor

4| ¥|| petection Type —

Infection

Malware URL

= - —

Attack

p—

Spyware Default

Action

Block Unsafe Content - |

Action

I Uze Default = I

Action

I Block - I

Add Category
]
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Symantec
@ Web Gateway

| Webgate
admin: log off

:Repurts
Executive Summary
Enterprise Summary
Custom Reports
Infected Clients

Infections by Spyware
Mame

Potential Attacks
Infection Sources
Client Applications
Web Destinations
Botnets

File Uploads
Saved Reports
Alerts

Search...

| Policies
Configuration
Blacklist
Whitelist

e e e

A & .SWG(Symantec Web Gateway)

SSL Inspection

Policies: Edit Policy

VSEES- &
9" SAVETIME
INFORMATION SECURITY

Save as Template [T cancel L Save L

Base Policy On: (optional)

Policy Name:

Policy Description:
Block Page Message Group:

Applies to:

SSL Inspection

M ssL inspection policy.

Content Filter Categories
All Categories
Criminal Activities

Criminal Skills

Hacking

Hate

Drugs

I Select Template or Policy - I

|SSL_Deep_inspecti on

|- EEEEE-
I Default - I

@ pl Computers O Specific Work Groups

Intercept All I Ignore All I

Intercept All I Ignore All I

I Intercept = I
I Intercept | = I
I Intercept - I

Intercept All |

Ignore All
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A &:SWG(Symantec Web Gateway) :‘: R i

INFORMATION SECURITY

Fe ¥ malware calling home /it &

— 120.210.219.75 Active 01/ Bty Ebs ¢ $:3039 3 Types 9.434 13 controllers
01/ M’ b d 23 :52 Botnet Control (C&C) 5,516 67.29.139.153
68.142.205.137
72.20.40.25
72.233.2.58

74.200.243.251
76.74.254.123
76.74.255.123
08.136.92.79
208.52.165.163
216.39.57.104
216.240.187.102
216.240.187.103
216.252.126.190

01/ s’ gt 299439 IP Scanning 3,914
01/sm'pst & 2426 Spyware Phone Home and Downloads 4
— 129,210.236.83 Active 01/ bae' bpe b 215 :53 2 Types 3,682 & controllers
01/ aaw svw & 95453 Botnet Control (C&C) 2,953 66.220.146.11
72.233.2.58
72,233.2.59
74.200.243.251
76.74.254.123
208.73.210.27
D1/s w'isbe s w439 IP Scanning 730
— 129,210.239.66 Active 01/ #se’ pbe b 20 2 Types 44,225 4 controllers
01/ #iw pdn v aub 20 Botnet Control (C&C) 15,446 ©66.220.146.11
69.63.181.15

83.149.112.40
208.72.210.27

01/ % s s sat1S IP Scanning 28,779
— 129.210.129.46 Active D1/ smpbn s §359 2 Typas 4,028 11 controllers
01/ et d 2850 Botnet Control (C&C) 3,364 64.106.198.79

66.220.146.11
67.29.139.153
69.63.181.15
72.32.147.161
74.125.53.100
89.202.108.100
174.143.45.97
208.73.210.27
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Verltas System Recovery 2013 4% SAvETIME

INFORMATION SECURITY

NAS / SAN £ & SCSI » SATA - SAS USB / Firewire REJECIEAE DVD/EEE FEiER
LeW FTP EARER

B® O
ﬁ k.
e

RIRENERER AEIRVIEES

Symantec System Recovery 2013 38
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