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In 2009 there were

2,361,414

new piece of malware created.

In 2015 that number was

430,555,582

That’s

1 Million 179
Thousand

a day.
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NIST Cybersecurity Framework

NIST CYBERSECURITY FRAMEWORK

IDENTIFY PROTECT DETECT RESPOND RECOVER
Business Environment Policies Anomalies and Events Response Planning Recovery Planning
Risk Governance Processes Detection Processes Communications Improvements
Asset Management Data Security Continuous Monitoring Analysis Communications
Risk Assessment Access Control Mitigation
Risk Management Protective Technology Improvements

Awareness and Training




What Is Symantec™ ?

PHFE (A 5] fE
PHIETEE A SRS L R E
:V’:a"_tetc :Vmal";ec oud Symantec™ Advanced
ndpoin mail Security.clou -
Profection Threat Protection
* DKIM email
*SONAR authentication
*Insight * Skeptic malware [—L‘
Firewall detection O
*|PS e Traffic Shaping and M

*App Control
*Media Control

reputation based
protection.

e Aggressive SLA

HW or VM appliance HW or VM Network Add-on
adds EDR to SEP Appliance for Email
Security.cloud
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SYMANTEC CYNIC™
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ADVANCED THREAT PROTECTION: NETWORK

R RE

o HEES (8840, 8880) BX Virtual (VMWare ESXi 5.1, 5.5)
ERERE

» TAP/SPAN — Monitoring ¢ In-line — Blocking mode
ExFEAED inbound B2 outbound EIMAE
o] DU R Ffr A B 2 & EA R 3 48 51 173 % (protocols)
BE)DFE, AL IE & B A=A

AN

Agentless 225 £1 = Email Security.cloud ¥ Symantec Endpoint Protection

INCLUDES THE CORE PLATFORM

SYMANTEC CYNIC™ @ SYMANTEC SYNAPSE™
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ATP Network

Proxy
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Symante

‘E

ATP Network 15815l

Endpoints, Users
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Blacklist, Whitelist

Blocks or allows per Blocks ma
Symantec sourced trie
blacklist and customer
created whitelist
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Vantage File

Determines the safety of files
& websites using the
“wisdom of the crowd”
(analytics)

Scans and eradicates
malware files that arrive
on a system

the network k

* Protocol aware IPS * Antivirus Engine
+ C&C detections

* Exploit protection * Auto Protect

Cynic

Malware analysis finds
unknown malware that
bypassed the pipeline

* Various Windows,
Office, Adobe,

versions
+ GIN
* Malheur + Bare Metal for VM-
evasive payloads
On Box Cloud
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5T 22 A4 {53 8l 1l :Advanced Threat Protection -Network

EHEEIE RS Appliance
2 IEREE
8840 network throughput 500 Mbps
8880: network throughput 2Gbps

3 FEEREE

TAP, In-line Block, In-line Monitor
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Scanner Nodes
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ATP in Action
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& Cynic® ™ Synapse” & Portal

PN ATPN @fﬁJHﬂﬂtEﬂ— High ' IR T DS ZIE R  3BB ;. ATP
‘ (BRI -E g ‘ priority ”". ‘ @ Network, AT; End;omt 3 ATP Email
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| O | ADVANCED THREAT PROTECTION: ENDPOINT
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Se2L A9 A% Fl:Advanced Threat Protection-Endpoint
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Firewall &
intrusion

prevention
Network

Blocks malware
before it spreads to
your machine
& controls traffic

Proxy

O

ATP Endpoint
oooo
m‘{u oooo

Endpoints, Users

ol 0

Endpoint 18I 1%

Antivirus
File
Seans & eradicates
malware that arrives
on a system

Copyright © 2015 Symantec Corporation

o ‘
_ £

Sonar

Behaviors

Insight
Reputation
Monitors and blocks
programs that exhibit
suspicious behaviors

Determines safety of
files and websites using
the wisdom of the
community

=

Power eraser
Repair
Aggressive remediation
of hard-ta-remove
infections

Virtual appliance
32 GB RAM, 250 GB hard disk
B —& Appliance &= 0] L3718 25000 f#

BEIR1T SEP Zim3k

EEERREESER
host, domain

hashs, files,

ZEPREME=EIRETT cynic 517
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Symantec Confidential - ATP: Endpoint

* Registry keys
e Can use wildcards
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FFIEs APT

Add to Blocked
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e Hash is pushed to unified blacklist
control points (network and Email)

Symantec Confidential - ATP: Endpoint

across all

Endpoint {RE[m

/- R

Insight

File is given Ultra High Bad
reputation score in local (ATP
appliance based) reputation store

Now appears as bad in ATP Ul
Next SEP client to call in for

reputation will get new score and
block the file

pary = TPy =1 fﬁgg"ﬂ% = >
Hash is pushed to RU6 SEPM and
added to System Lockdown blacklist

Blacklist is propagated to clients on
next heartbeat

Client physically prevents access to
the file 1
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/ @ Events XY & File uninstall.exe (=
C | & hitps://192.168.101.67/atpapp/#/entities/files/46ddead75b31037¢5938eb87594024a9a34278a6f6767ff90dd04059c04280a | =
= © Advanced Threat Protection ATP is Healthy () Administrator «

uninstall.exe @

46ddead75b31037¢5938eb87594024a9a342f78a6f67671f90dd04. ..

AN
e638b97f30eb62009cd1d77add2ab9ca

. Not Signed -

Bad Unknown

Suspicious.Cloud.7.L i .
? File Overview

No 140 0 0

0 0

Global Reputation

Years ago Tens of thousands of users

Local Reputation

Weeks ago 17 internal endpoints

Add to Blacklist Add to Whitelist Submit to Cynic g Submit to VirusTotal g Copy to file store @ Delete File e

Related Incidents

Description Date Created Current State Priority
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ATP in Action
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ADVANCED THREAT PROTECTION: EMAIL
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o] L&t %9 20 2850 2 8 A 158 A3 & 12 Identifies targeted attacks #H %
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SR {E A4 El: Advanced Threat Protection (Email)

v

Email Security.cloud

Internet

Core service

%) & ®

Connection Process Brightmail Symantec AV

Skeptic Real-time
Link Following
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£ B Mail Server

ATP: Email

Cynic

Malware analysis finds
unknown malware that
bypassed the pipeline

 Various Windows,

Office, Adobe versions

* Bare metal for VM-

evasive payloads

End-users

ATP: Email
FAGIIFa RN EINE
R AN I e
Data feed for SIEM

Data feed to for
correlation in ATP solution

integration — better
detection and behavioral
reporting
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ATP in Action
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© Advanced Threat Protection Admin ~

Event Summary

24hr 7d 30d

MNetwork 3K -

Endpoint 3K -

Email 3K -

09,13 09/18 09,23 09/28 10703 10/08 10/13
Non-Signature Detections Resources At Risk
INTERMNAL MACHINES

10 H
: 1,02

OF 15,467 ENDPOINTS

109,021 1,009
12734 - - |
TOTAL F1L5 yetections Suspicio PS5 Events Unmanaged Clients
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© Advanced Threat Protection

System is Healthy ) ; ATPTeam

< Incident: 100032

Multiple attacks have been detected from Low sprisecatpcin02 2015-10-12 11:09-46
188.40.238.250.

False 13 2015-10-12 11:10:36

Check out the SafeWeb writeup here, consider blacklisting 3 New 2015-10-12 11-29°35
this site at the firewall or sinkholing via DNS if it is not
business critical

| EEER

Add to Blacklist Add to Whitelist Submit to Cynic Submit to Virus Tota Get File Clean

Events

]
31

Odyssey: ATP 2.0 Incident Manager |
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o Advanced
Threat Protection
\/Symantec, rr-i
Global Intelligence Exported Data
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\/Symantec_ Advanced Threat Protection ]

Detect Prioritize | Investigate | Remediate
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: R et gy Identified
ol iImpressed ) 4 o SN
With "n ymarit \C AlF malware p]’ﬂtECﬁDﬂ -
and wnutd recommend it to than Cisco and More threats

L was Symantec
ATP”

Enterprlses 180/ than
O higher competing Product tested Detection

than FirEEyE vendors Score

Product tested False
Positives

“Symantec was observed

Trend Deep : alie _ t,D have.t-h - :
Discovery nignest aetection rate

every category
of malware ”

IC5A Labs, 8th Dec 2015

Miercom Labs, 18th Dec 2015

WELLS SRS B S ¢ @ Tec,,a,??,» B e
: PINNACLEHEALTH  vodacom

& EURONEXT £ L0 M_g;wm HERSHEYS PEARSON

alinma bank Xuwait Cradit Bank  THE HERSHEY COMPANY
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Thank you

Q&A

Sean_Wang@symantec.com
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Customer Dashboard
and Detailed Report updated
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Symantec Synapse ™

Symantec Cynic™
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f Internet

ATP: Network
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v 88000 Network
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Endpoints

Real-time Inspection
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Blacklist Vantage Insight AV Mobile Insight

=

<&&K

Threat data and actionable intelligence .
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