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C:\malware\knight_VT>36e5be.exe —-help
USAGE: 36e5be.exe [OPTIONS]
OPTIONS:
—-disable-net
Disable network before running
-host value
Only process smb hosts inside defined host. -host //10.10.10.18/ -host //16.16.16.11/
-only-local
only encrypt local disks
-pass string
Pass
-path value
Only process files inside defined path. -path C:// -path D:// -path//10.10.10.18/d/
-safeboot
Reboot in Safe Mode before running
-safeboot-instance
Run as Safe Mode instance
-verbose
Log to console

C:\malware\knight_vT>
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C:\malware\Primary_sample>ransomhub.exe --help
USAGE: ransomhub.exe [OPTIONS]
OPTIONS:
-disable-net
disable network before running
—host value
only process smb hosts inside defined host. -host 16.16.16.18 -host 16.16.16.11
-only-local
only encrypt local disks
-pass string
Pass
-path value
only process files inside defined path. -path C:// -path D:// -path //10.16.10.16/d/
-safeboot
reboot in Safe Mode before running
-safeboot-instance
run as Safe Mode instance
-sleep int
sleep for a period of time to run (minute)
-verbose
log to console

:\malware\Primary_sample>
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>> What happens?

Your data is stolen and encrypted.If you don't pay the ransom, the data will be published on our
blog(http://knight3xppu263m7gdag3xlit2qxpryjwueobh7vjdc3zrscqlfudpgd.onion). Keep in mind that once
your data appears on our blog, it could be bought by your competitors at any second, so don't
hesitate for a long time.
>> How to contact with us?

1. Download and install TOR Browser (https://www.torproject.org/).[If you don't know that, Google
search!]

2. Open
http://f3rénz2bopxnotodfcpdqztpr3mmapnkioca3ho7j2cuovb32nlf3zcyd.onion/621d81ec62c879476a39fbBbde573
5ce7c95e59d562bdcf2e48b9dd9@ada3dlfabdaebeld655248cd12d6bab6f5b5a15/
>>> Warning! Recovery recommendations.

Do not MODIFY or REPAIR your files, Or they will be lost forever.

Do not hire a recovery company.Can't solve anything without us,They always think they're expert
negotiators, but the truth is they don't care about you and business

Do not report to the Police, FBI,They don't care about your business and it's going to get
worse. (You could be hit with a hefty fine.)
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Hello!
Visit our Blog:

Tor Browser Links:
http: //ransomxifxwcSeteopdobynonjctkxxvap77yqifulemfbecgbqdwéqd.onion/

Links for normal browser:
http://ransomxifxwc5eteopdobynonjctkxxvap77ygifulemfbecgbqdwégd.onion. ly/

>»> Your data is stolen and encrypted.

- If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time. The
sooner you pay the ransom, the sooner your company will be safe.

>»> If you have an external or cloud backup; what happens if you don’t agree with us?

- All countries have their own PDPL (Personal Data Protection Law) regulations. In the event that you do not agree
with us, information pertaining to your companies and the data of your company’s customers will be published on the
internet, and the respective country’s personal data usage authority will be informed. Moreover, confidential data
related to your company will be shared with potential competitors through email and social media. You can be sure that
you will incur damages far exceeding the amount we are requesting from you should you decide not to agree with us.

>»> Don‘t go to the police or the FBI for help and don‘t tell anyone that we attacked you.

- Seeking their help will only make the situation worse,They will try to prevent you from negotiating with us, because
the negotiations will make them look incompetent,After the incident report is handed over to the government
department, you will be fined <This will be a huge amount,Read more about the GDRP
legislation:https://en.wikipedia.org/wiki/General_Data_Protection_Regulation>,The government uses your fine to reward
them.And you will not get anything, and except you and your company, the rest of the people will forget what

>>> How to contact with us?

- Install and run 'Tor Browser' from https://www.torproject.org/download/
- Go to http://an2cedpqpflipvba2djurxiSpnxxhudue?ackulbeafcundqtly7bhid.onion/
- Log in using the Client ID: cf9e1200044391a8502deed5d4396844f4a14541bf76e5d2abd67ad772
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