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* TerminateExtension
— HEEAYET > EELHEE CERL > DA HET -
Rt BT AECERmHS

* C:\Windows\Temp\[ VARIABLE]
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« HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\[VARIABLE\"[VARIABLE]
"="SHELL32.DLLIShellExec RunDLLIREGSVR32.EXE -s \"C:\\Windows\Temp\\[ VARIABLE].\""
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* C:\Windows\Temp\and.loc
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« [HKEY LOCAL MACHINE\SOFTWAREWMicrosoft\Windows\CurrentVersion\RunOnceEx\zyqz

« "ipbfa"="SHELL32.DLLIShellExec_ RunDLLIREGSVR32.EXE -s \"C:\\Windows\\Temp\\and.loc.\""
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[PUBLIC_IPv4_ADDRESS_AS_SEEN_ON_INTERNET];[REDACTED];"Intel(R) Core(TM) 15-
10500 CPU @ 3.10GHz";L"\x005CDevice\x005CHarddiskVolume3\x005CWindows\x005CSystem32\
x005Crundll32.exe",L"\x005CDevice\x005CHarddisk Volume3\x005CWindows\x 005CSysWOW 64\
x005Crundll32.exe",L"C\x003A\x005CUsers\[REDACTED]\x005CAppData\x005CLocal\
x005CTemp\x005CM5aK8iW.cpL";"BC711 NVMe SK hynix 128GB[REDACTED];L"Windows
Defender":61100;"PCI\[REDACTED]":"Intel(R) UHD Graphics; 630":1920:1200:59;113:[LIST_OF_
RUNNING_PROCESSES];1920:1200:[DESKTOP_SCREENSHOT_AS_BASE64 ENCODED_PNGJ;
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* miwiaSzodoxcjn6:11472

* nczflpbaow2ta7ua:19155
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* 1p2djbz3xidmkmkw:53148
* 3wquaem4x5qylhs5:17953
* ga3zmobuelxuniyq4:60117
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* krq2qyjhfwhatrww:51499
* xph6exfmdo7b4tkw:38607
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* nwogcq7cmhth7e4x:15588
* Sfajnveyn2bd4nm?7:5990

« 42xgfbgaeSwibcva:45252
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* 6lmt3ott62qS5pwae: 52403
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* p2dw3umgwo6qghrld3:25947
* ml7sphy7w3k2ge6d:12508
* tq2srsgevhutzw42:43477
 xupby7cxgjorezif:51516

* rim3qyk3tdbt21w3:60747

* obowg55leh2wguwg:35882
* rs24gxgkhecjcgdn:51533

« Tudhxrfpz6bgqwvspy:31399

+ gwtpczdn3wtkwhj4:64393
+ vcammjx 7ddusSkfr:64148
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* [EXISTING_TOP_DIRECTORY]N[VARTABLE\[VARIABLE]\

Hrf s [EXISTING TOP DIRECTORY:ELL FHEE> — -

* C:\Program Files (x86)\

* C:\Program Files (x86)\Common Files\

* C:\ProgramData\

« [USERPROFILENAppData\Local\
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* £49a5a012397609a3fb97728b5a997eb77cfalb529188403fbSe8adacac1860b rhnoiniye ni.dll (Packed
load point)(¥] EL1% YL AL )

PR EEIHHME TAF CGREU N EGIT) A TR AEAVEASS SR A RIRVETTITR) -

URI (#—& 5% FIEE) © \Microsoft\Windows\Active Directory Rights Management Services Client\
Microc040e

Actions * Exec

Command (£5%) * C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Arguments (5[0 * /u "C:\Program Files (x86)\Common Files\Devel Ties\JueuiSirvices\imsgt _dvepr.dil"
WorkingDirectory (TAF H#k) : C:\Program Files (x86)\Common Files\DevelTies\JueuiSirvices

Eg @Il N 2R (TTRE(E RIEERD ) -
« HKLM\SOFTWAREWMicrosoft\Windows\CurrentVersion\Uninstal\[VARYING UUID FORMAT]
B

« HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 19C316FE-770F-426C-9B63-
F76C34154769}
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* 6Y6H --cpu-max-threads-hint=99 -k --pause-on-battery -0 94.75.205.148:443 -0 179.60.146.9:443
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{"1d":1,"jsonrpc":"2.0","method":"login","params":{ "login":"x","pass":"x","agent":"app/1 (Windows
NT 10.0; Win64; x64) libuv/1.41.0 msvc/2019 rnd/dywgmjcdytwkxewrvtgznxgmpmdzyqggulzacxcxx
"t cn/double","cn/

argon2/chukwav2","argon?2/

nn nn nn nn nn

cn/fast","cn/half","cn/xao","cn/rto","cn/rwz","cn/zls",

nn
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n.n "nn nn nn

cex","rx/0","rx/wow", "rx/arq","rx/sfx","rx/keva", "argon2/chukwa",
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* bd48b5da093a37cfa5e3929¢19ac06ce711bd581bc49040e68d2bale5610bf71 — Dropper

* 1d31bea6a065fa20cf41861d21b7¢a39979d40126¢800ebc87d07adb4 1fe03f4 - Downloader

* 49a5a02397609a3tb97728b52997eb77cfalb529188403fb5e8adacac1860b - Packed load point
* 12e6883046e2c92cbe3b5706ea7f1181b44512f179¢7f04e88e75{3f6e392a48 — Downloader
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[RERABE - https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/clipminer-bitcoin-mining-hijacking
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