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Edit Custom Requirement

Réguirement Name  Canfirm patched OfMice version

Lig the Host [ntegriny cneck for ERls requinement But 8o not enforce complance. () o

CUSTOM REQUIREMENT SCRIPT

Sedect Condition
™ that Office is fully patched agamst CVE-2023-13357

Registry: Registry value equals

oFF Igrore Case

| BRI BT AL E T 154G 1E HY Outlook flkZk
- ASIE1E

BRI E B BRRIEHEAE - 1] DUME R (8 =] TAESRREAVEETE - FEIEH B Tk

FEHEEEE SESC MY EMSE B ME R IR " Registry: Registry value exists g > B LAREE LR
AZHEE (10C) f74E » il -

HKCU\Software\Microsoft\Office\<OUTLOOK kfzA>\Outlook\Tasks

HKCU\Software\Microsoft\Office\<OUTLOOK HizA<>\Outlook\Notes

Add Custom Requirement

Requirement Name  Potential modified registry key

Log the Host Integrity check for this requirement but do not enforce compliance.

CUSTOM REQUIREMENT SCRIPT

DELETE e
o o Select Condition
/[ Validate a potential Indicator of compromise
n Registry: Registry key exists
Registry: Registry key exists
s i HKEY_CURRENT_USER\SOFTWARE\Microsoft\O 16,01 Outiook! Tasks
OR Registry: Registry key exists

-~ THEM
[ User mallbax review required
FAIL
ELSE
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AZBEEE (Intrusion Prevention Policies > IPS)
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Edit Firewall Rule - Windows

Define the rule name and description

Rule De:
@ crevie the ruie
Act
Specify the action th: fi Il taki traffi
Aliows or c¢tions ~ Block
g eto g

Severity and Screen Saver Settings
Assign a level of severity to the event Major

Sets which state of the screen saver affects the rule Either
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Edit Firewall Rule - Windows

Select Network Services @
Specify the protocols and ports that trigger this rule.

All protocols and ports
All ports for the following protocol:
& Only the protocols and ports listed below
SERVICE NAME COMMUNICATIONS

Network Services
TCP:[Remote=445: Outgoing]

TCP:[Remote=135; Outgoing]
UDP:[Remote=137; Stateful Outgoing]

UDP:[Remore=138; Stateful Outgoing]
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