@h{Syma ntec.

A Division of Broadcom (R R MNBR AT --EfIERBASEZEER--BHMRSBEESE

LockBit By NIXE B DAL XiE TR 2
R ERERFRERETHRAIBEEDTRERES -

FTH#oC (HATR MERe BRI AR =) SBREEEN
B A E ST (FR ENE - DUIESL ARAYAERS B4 LockBit £)Z4KAS -

FEFEF T B R BN — S B h > T B E] LockBit ] LAk 4
SRR ER A Aot R Eh i — (EERH IR R AR — 4 P
Z 4 T "gpupdate fforce” @5 » GRTTEEHTEFAH AL -

SEDE - IRATHE
Sl papme

Ity - RE
o2 = pay M e

LockBit

LockBit /& —fE#ZEEM 188 7e 8 Fy Syrphid B2 SR B A& i A 2R ARG )
7 (RaaS) - FEF 8T —EBHGZ EEAVBRF -
£ 2019 = 9 HEXREIHEZEAX > Syrphid A EEREAEFE - M —(E " EBEH L 5
T TS AEIRVERS - R EEER R LockBit BIEREES - 22 EE B AT E(RE] 3.0
RO > AR R AE AR - HEE T i i — (8 R F e A E T = - DR E R AEE
AEEHY R % RaaS 2 HHYERIE -

e

—(EERREHIEI T > R ARIET LockBit B2 2 A - B E B4R RDP 7
U/ DYERTA 26 ISR « JETE A ] AE 22 18 Bl s A E FIAE X - 140 ¢ AnyDesk B¢ Windows
RDP - 32 1 —(E SRR S ESHERR -

LockBit {E4kize 25 A (A EIIR 23 EEAF Windows 10 BB LFHEREUTEIA K —HKE » EAEEIR
78 FRTEG BRI R R AR RS P ERE - 1 Windows 10 &S - BRITHITTHVEIER
WORSEE) W TN -

& LockBit TE{aIAR 231428 R TiE - THEFTLUTENE -

1. [REEHE
» LockBit B /L& EEEEIE T 2 ERNRIERGE - WRZER - CglE A —(EEREE -

PR ORREEM-FrEBofEAS RS R
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®Cs dword ptr -Iech

ar_od= byte pur - 208 Entry pOiI"It

™

i edi
| RS PR shart lac_AFFRY

= | ulza =
[e0ono000veesrran nop  word ptr [eanreaxsion] =ration] DODNNET rED

OODBODDMEDETTED lun SOOI
DODDIDBIMETFBL BOv
[ DODOODODIES FED xur
DDEDIBBOT BT BOY
B
 ovvotnmbBe s FCF Bov
TS FY RO
BOBDNNNSMES 0¥ By
]
NERPRAIET 118w
I W
IRARASORLET 1 T8 mer
PR 0T wr

P — —|Li
" e o
PE Infinite Loop ==
BN F e | ERRRRABAANA, W 1
DODDOD0DDOLDITID loc 488 Foe: DODIDOIDIDACRIE Loc_eCHaDd:
BRRNSRENNLEF F i 10D Shart loc_4BFFSE r  anANRAL B 1 B d1, [em-ﬂ!--uan ar_v9c]
T Laaasaasanmess tUN 10 eax, [esprasansvar_iae]
oovaemachte movsx  ocx, al i
oommmmat a1 movtx ey, )
eomrontnatnnas s [enpiartiasthivne ) €1
AR ML Ln sl t

R L ani, [—
| aoanaoeanetraas] jb short Loc_ACeadn

18] 1. AR AT 7 ARt R > LockBit B AR AL &

N

EAEE

ErE GetSystemDefaultUILanguage 1 GetUserDefaultUILanguage EREARIGETEE 21 o
R GE 2 B SRS A P AVEE 28 Rl T Bgs ik -

LockBitf~ #1 ¥k 2R Hr sy & HIA AT B % -

0B49B2F9| > A3 108C4FO0 |HOU DWORD PTR DS:[4F8C18],EAX

8049B2FE| > | FFDA CALL EAX 3 i n,
0040B308| - | B9 20040000 |MOU ECX,42C Azeri (Cyrillic) . Azerbaijan
9649B305| - | BFB7CH HOUZX EAX,AX

- | e7u5 Fe 2c62(HOU DWORD PTR SS:[EBP-18],82C Kazakh , Kazakhstan
8049B30F| - | 8D51 FF LEA EDX,[ECX-1]

g0498312| - | 8D59 F7 LEA EBX,[ECX-9] Kyrgyz . Kyrgyzstan
8049B315| - | 8D71 BB LEA ESI,[ECX+08B] i i

8049B318| - | 8D79 F6 LEA EDI,[ECX-BA] Russian . Russia

0049B31B| - | 66:3B45 FO | CHP AX,WORD PTR SS:[EBP-10] Tajik (Cyrillic) . Tajikistan
8049B31F| -.| 74 6D JE SHORT BB49B38E .
0049B321| - | 66:2BCA CHP AX,CX Turkmen , Turkmenistan
0049B324| -.| 74 68 JE SHORT BB49B3SE i ;
0DUOB326| - | 66:3BC2 CHP AX,DX Uzbek (CY””|C) Uzbekistan
80498329 .. |74 63 JE SHORT BB49B3SE . .
8049B32B| - | 66:3BC3 CHP AX,BX Uzbek (Latin) , Uzbekistan
8049B32E| -. |74 SE JE SHORT BB49B3SE

8049B338| - | 66:3BC6 CHP AX,SI

80498333| .. |74 59 JE SHORT BB49B3SE

8049B335| - | B9 3FB4BOBO |HOU ECX,43F

8049B33A| - | 66:3BCA CHP AX,CX

80498330 | .. |74 uF JE SHORT BB49B3SE

0049B33F| - | B9 40048000 |HOU ECK,4u0

8049B344| - | 66:3BCA CHP AX,CX

80498347 | - |74 45 JE SHORT BB49B3SE

80498349 - B9 19880080 |HOU ECX,819

8049B34E| - | 66:3BCA CHP AX,CX

80498351| -. |74 3B JE SHORT 06849B3SE

0049B353| - | B9 19848080 |HOU ECX,419

80498358 - | 66:3BC1 CHP AX,CX

80498358 - .| 74 31 JE SHORT BB49B3SE

8049B35D| - | B9 28648080 |HOU ECX,428

8049B362| - | 66:3BC1 CHP AX,CX

80498365 .. |74 27 JE SHORT BB49B3SE

80498367 - | B9 h2D4BOBO |HOU ECX,4i?

8049B36C 66:3BC1 CHP AX,CX

EA¥=00000419 (decimal 1049.) (current registers)
[D04FEC10]=T4FE2CE2 (kernel32. GetSystemDefaul tUILanzuage)
Jump from 49BTEER

& 2. LockBit f#’2 GetSystemDefaultUILanguage 711 GetUserDetaultUILanguage ERE A g 274 %

02 RREM-F PR R R
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3. ARIETE TR 7 il (5 FH AR TS
» LockBit 12 [FEF 2 & B #AE o A FI M AZ 7 > 5140 © Process Explorer ~ Process Monitor
Wireshark ~ Dumpcap ~ Process Hacker ~ cmd.exe ~ TeamViewer ~ Notepad * Notepad++ ~ WordPad
------ % MBI EAERI TSR -
- {2 FHEL SQL ~ {73/ MSExchange S AHRANIIRES A -

4. BEPRIRFH
« FHEiEFEZ Duplicate TokenEx PRSI #E BIMERL » Wik 2 CreateProcessAsUserW BRI 7 — ([ Hr
T o

« SERVAEPRTET 1% » LockBit & 1F DLLHostexe NEEFTREENEC - A RHHFEF% » LockBit f2F7
BEITEEH -
5. 4&iB UAC
« LockBit &/ f2=0HE 3 A dllhost.exe BLK COM #{EfY CLSID » % & 7oL NI55 LIS

UAC :
A. K|/ USERENV.dIl &4% UAC

C:AWindows\system32\DIlHost.exe /Processid:{ E1I0F6C3A-F1AE-4ADC-AA9D-2FE65525666E }
B. DA hfirefOx's UACME 75,5828
C:AWindows\SysWOW64\DI1Host.exe /Processid: { SESFC7F9-9A51-4367-9063-A120244FBEC7}
C. FIIF ICMLuaUtil 27+ COM 1
C:\Windows\SysWOW64\DIIHost.exe /Processid: { D2E7041B-2927-42FB-8E9F-7CE93B6DC937}
6. LockBitfESYSVOL B %
“c:\windows\sysvol\domain\scripts\< Lockbit FJH{THE>" 17— EH CHVEIA -

7. B4R
- —HEEIEHN T EEVEHE S HET - HixE SRS - el @ —(ER
SHIF RIS (E AT &5 RAR Rl %Y LockBit % -
- £ “C:\Windows\SYSVOL\domain\Policies\<policy GUID>" &}7 T » LockBit ZET7Ef

4HIERIFEERY XML F -
SR E
. EE?‘ELEZ*“BI%%E% Pl Windows Defender ~ 1 [FFTHE A1 ~ ZEFIREZEERT ~ REBARNRE

SR REEM--F RS R T

-HDI We Keep IT Safe, Secure & Save you Time, Cost BT HR

IRFSEE5E - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
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- Rk o EEEERH R R R AR -
« TEREh = L SQL {El ke E BRI AR TS -

[EFH#EEE
- TR R RS TE SYSVOL EHLE R H H #% -
- & EE R (EPHEARGE R ATE I EIRVIE A E -

B v Fies
h..m B i

+ <4 s ThoPC » Lol Dok (C) » Windows » SYSVOL + domem + Puboie » (CFAJIDZE-AIZF-4005-BFG6-BTMFATITIB) + ther » Proferoes + Fies v
Sytemapps " Mame N Date moddied Type e
SptemResources % Filesaamd VT AAM XML Document (L]
oL
emain
» Diarivate
peices I VM SYSVOL dhamaind Psbcies [ CTAT 020 A12F -4005-DF 66-DTIAT4471 T1D \serPreferencesh s Tiesami - Notepad= - o
1GACITRGC-016F - 1102 S4IF-00C0IBRE4FS] Fide Edit Semch View Encoding Langusge Seftings Took Mucro Run TetFX Plugne Window 7 X
j (B1MEFBA0- 010 1023 SO BT cAEUGLe| JMD/Peiaei e @E ST FIBLcr @M ED H
(CRAHIDIE A12F 4005 BFES ETREFLITITHE E T
Machine T <taml vezsicn=-1.0- emcoding--uef 0°1s
Prederences 2 FlcFiles clsid="{215B2E33-37CE-4700-80FE-SEECI4633831) *> <File clsid="{30BEA4CE-367A-4edl -Bl00-92I4FELFISAT) " name=
- " scatus="41 image="2" byp ="1* shanged=*2022-04-27 11:09:88" uid=
[ isorichapey * (TB1398A0-CBT 6-4298-BC1 9-900BRIDEDIST) "> <Fevpmsviea scbion="0" CiomPabhi=
| Sences *\\aymodemcs . Lacalleyavel\synodance . losallsoripta) 634106 sxe® tasgetPathariDeaktopDira\ 634106, axe” seadOnlym*0" azshives
i “1* hidden=0" suppress=*0%/>  </Files
. x beiFLless
Freterpnces
Fiea
| SchededTasks
| EED2S068 GRAD 4653 AJBE
LA TBEC TGP~ 11D 5F-COCIBIAFS ctenaible Maskap Language fle length; 498 b 3 i1 Celil Poast Unef) T e
| Policyliefniiong

3. BFEHBCR XML 15 - JHATE LockBit {EFE/HH9 SYSVOL (i E#ERE) /1 Pl A AT (1 B

_ﬂ Group Policy Management
& File Action View Window Help

e 2F c HE

& Group Policy Management FFBB4C392FESSC
v _ﬁ F.mnt: :y;_m.dl:rlms..luml Scope Detale Seftings Delegation Statue
w _ﬁ Domains

v F3 symedemaos local

5/ Detault Domain Policy E e
57 FraciCsszrEssC Data colected on: 4/25/2022 11:43:52 AM

5 [2] Demo

w 3] Domain Controllers
a1/ Default Domain Controllers Policy

3 [2] United States

- _-;’r Group Policy Objects

,_?.T Default Domain Contrallers Palicy

» Ly WMIFilters
3 :ﬁ Starter GPO<

» | @ Sites
{i¥ Group Policy Modelifig
:E Group Policy Results

Group Policy created by
Lockbit

4. A LUERERA PR R E PR 5 P& 2T LockBit ZE 17ATEFIRAY

R 25 BEEM-F PSS 25 R
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Computer Configuration (Enabled)

Pualicy definitices (ADMX files) retrieved from the central store.
Winddows C ampanents Windows Defender Antivims

Policy Setting Commytnt
Tum off Windows Defender Antivirus Enabled

Windaws Components Windows Defender Antivirus Client Interface

Policy Satting Commsent
Soppress all sotificanons Enbled

Windews C: Dx APS
Policy Setting Comusent
Serl file wamnples when fizther anatyss is tequined Frahled

Send file samples when further analyus w requered Never send

Windews Ci
Poliev Setting Comment
Tom off real-tme protection Enabled

Windews Components Windows Defender Antivirus Threats

Policy Serring omment
Specify threm ke levels 3 which defaull action should not be tikten when detected Enabled
Specify threat alert levels at which defanult action showld mot be taken when detected
1

4

> oo e o

5. JHF I Defender BYRF IR A EAE 71 FIRE (AR 278

Network Shares

© Network Share (Name: %ComputerName®s_D)

SaComputerName®s_Th (Order: 1)

Sharing
Action Update
Share name “eComputerName?s_D
Folder path D
Tlser limit No change
Access-based Enumeration Ne change
Common
Options
Stop processing itenas on this extensson if an emor occurs on this ftem Mo
Remaove this itsm when it is no longer applisd No
Apply once and 8o not reapply No

Network Share (Name: %ComputerName®o_E)

(Name: 9%C “amets F)
Network Share (Name: %ComputerName®s_G)
Nerwork Share (Name: %CompurerName®a_H)
Network Share (Name: %ComputerName?s 1)
Network Share (Name: %ComputerNameté_J)

Network Share (Name: YComputerName®s K)

6. SIS e IR IR A

£ 2 R F IR R
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User Configuration (Enabled)

Files
File (Target Path: "eDeskiopDir?s 6341D6.ex¢)
41ES4CI9BGFFIEN] (Onder: 1)

General

Astion

Properties
Source file{s)
Destination file

Suppress ennors on individual fle actions

Anribates
Read.omly
Hidden
Archive

Commen

Oiprioms
Stop processing items on this extension if an ermor accnrs on this item
Hun in logged on user's secuniy content (user policy option)
Remove this ttem when it is ne longer applied
Apply once and do not reapply

Update

3631100 eme

SeDesktopDirte 6341D6 exc
Drsabded

LDhsabled
Enabled

N
No
No

7. R TERUEN#E I SOL JRFSHIEEAA R A

User Configuration (Enabled)

Files
Fille (Target Path: *aDeskropDirts 634106 exe)
41ES4CSOBSFFSEOQL (Order: 1)

General

Action

Properties
Source file{s)
Destination file

Suppress errors om individual file actions

Ajirabutes
Read-only
Hidden
Archive

Common
Urptions
Sfop processing sems on this extension if an error occurs on this tem
Run in logged-on user's sccuraty context (user policy option)
Remuve this eem when it is no longes apphied
Apply once and do not reapply

Usdate

6311106 exe

*DesktopDise 5341 Db exe
Drisalded

Dusabled
Misahled

Enabled

Ko
No
No
No

8. JHFIF LockBit 1 SYSVOL FE/H 11 &t 2 F) A IBTHTHEH IR A

£ 20 REAR-#

e B e S L -
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Sehedubed Task (At beast Windows 7) (Name: S4B84C4 15TRIRS)

SABE4CA1ETRIBY (Order: 2)

Cemaral
Asticn Updne
Task
N F4BECH15TR2ES
Atk FURICDEM O tevtuser
Deeacriprion
Peum sy whea wser is legzed cn ImteractiveToken
Userld SVMICDELIOR tewmser
Fom i highert privileges HighestAvailabile
Hiddes, No
Confipue for 12
Ezabled Tes
Triggers
1. At task creasion modification
Exabled Tn
Artems
1. St a pregram
Prograss weript “aDwrktopDurte 634106 ene
Arguments
Settings
Stop if the compater cesses to be idle o
Roestar if the idle site resumes No
Stam the task caly if'the compner is 00 AC power Mo
Stop if the computer mitches to battery power No
Al task 10 be nem o0 demand e
Stop task of it runs loages than Sdmy
1 the rurming task does mot end when requessed, foeee it 12 wop Yes
1£the task is already nessing, then the Sollowiag rale spplies Imereliny
Common
Options
St precessing fems on s exiennicn i & exvor ccows o thas em No
Rinin logged=on mer's secamity comext (user policy option) Mo
Putmszoa this ivem when it da 52 lengur spplad Mo
Apply once and do not reapply No

9. Bra R APl taskkill 152 A4EHFE/F

Scheduled Task (At beast Windows 7) (Name: S484C416THIBS)

S4BESCAIETRIBY (Order: 2)

Ceneral
Actica Updae
Task
Nz $4B4CALSTEIBE
Author SYMCDEMOS testuser
Dieseripricn
R oaly whea user is logged ca Intesactive Token
Userld EVLICDEMOS tesuser
oo muich Bighent privaleges HighestAvailable
Haddem Xo
Confipure for 12
Ezabled Tes
Triggers
1. At task creation modification
Enabled Ya
Arriens
1, S program
Prograss weript *sDesktopDaty 6341 D6 e
Arguments
Seitings
Stop if the compater cesses to be idle ¥
Restars if the idle st resumes Na
Stam the taak caly i the compester is om AC pomwer o
Stop if the compater smatches &2 battery power Na
Alon sk 10 he nem on desund Tes
Stop tak & it runs lonper than. 3dm
14 the pumming task does ot emd when requesed, flares it 1o stap Tea
14 the task fs abready nemsing, thes the Eilloning rede spplies Tgnenstiny
Common
Options.
Stop procesung e o Uus exienie o as mios ocws o s sem Neo
P in logged-om mer's secanin; conext (user podicy option) Xo
Passove this ivem when it i 52 longer apphed o
Apply once and do not reapply No

/8] 10. JHFAEGTT LockBit B EASHTHFAIE

RO RREM-FI B R R
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8. iRRTZE

» LockBit B# powershell.exeSh{ 741 FHIHE< » DAfEEE Active Directory _EHVFTH RS o #HiR
B 4% > B GPUpdate 58#d5< (gpupdate ) sRE R R ILAVEFAH AN -

powershell.exe. exe -Command "Get-ADComputer -filter * -Searchbase
'DC=symcdemos,DC=local" | foreach{ Invoke-GPUpdate -computer $§ .name -force
-RandomDelayInMinutes 0}"

9. £$11T LockBit BY4AIEHEHI2S E#11T gpupdate 159 © HIT gpupdate MAFITEASREM
ERE R ERRIBUIE o

gpupdate.exe /target:computer /force

pupdate.exe /target:user /force

10. BAAAS
- LockBit B Windows Defender Firewall with Advanced Security API B9
“FwPolicy2” {458 HU KSR AN < PERIRLR CLSID COM 94

C:\Windows\system32\DIlHost.exe /Processid:{ E2B3C97F-6AE1-41 AC-817A-F6F92166D7DD}

11. &
» LockBit E5tsEH VSSADMIN H1 WMIC fiflERFE 284S « & &4 F BCDEdit > {#FHER -
"C:WindowsSystem32cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy

delete & bededit /set {default} bootstatuspolicy ignoreallfailures & bededit /set {default}
recoveryenabled no

* LU TR SBER Windows SE(F408E -

wevtutil ¢l security
wevtutil ¢l system
wevtutil cl application

12. INZ24EIL lockbit ZBEIIES
» 7817 lockbit.hta & ZE AT T ABEREN R S -

RO REEM-FrE A R B R
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= LockMiET

LANER (o113 IMPORTANT FILES EXISTOLEN AND ENCRYPTED!

Any attempts o restore your files with the thrid-party software will be fatal for your files!
Te recovery your data and not to allow data leakage, 1 15 possibie only through purchase of a private key from ue

ATTENTIONI

There is only one way to get your files back:

Through a standard browser o MHipsidecoding at may be blocked. We recommend using & Tor browser (of Brave) to
access the TOR sile
9 il - ox @ L] 0
& D not rename encryphed fies.
pen Rk - i dna

# Do nol Iy 1o decrypl using third pary software. it may cause permanent data loss.

o DECTYDRON O yOUT Mes Wil Me Nedp of IS parbes may CAuse NCIEased prce (Iey aod
INeW e 10 our)

* TU["U“M‘ IT\D!DCW"I‘W COUNITY OF COFPOTATE NETwork. Usc
g L Uy OF user Tor BRuwser over VPN

& Tor Browser user manual hitps. /th manual farprogect orgéabout
i your stelen impartant data wil be baded o cur blog If you do not pay ransom

» Our blm ockbitaphs WV
hRtps, Tty il where vou can wtul'a o me rm‘nn -nmrn I'U\m m Da\f mnsnm

& Follow the

11. LockBit #1 25 7 \/iE25707

LockBit —E/& 2022 F-i & EHY RaaS B2 SEE 2 — o 7L H () Conti JEENHYZREGEE LockBit &
bREE > —EEE LR R S 40% BRI R T

LockBit FYRIHEFTAH B A BRI E A SHIshRefEiT @R - b afmEgesh
AN R LRI AE - ST Windows R Linux HEESHIREST » HORIRIEGIEIS SERI$H & ST AR
HAR A o AN > QORTFTHL - $13%F LockBit F2ZURE Th AR LUK IO RaaS Ay % B Eh I8
ST B SEAGRE RIS RN B A -

RU4E18, A 123542 (10C : Indicators of Compromise)
P 8 TR B8 HBRS TR 10C » SRR Symantec Endpoint 75 (8151
AR IR 10C -

+ 5181d2e71e8e73a82712a483a80aaca%4e1efa785f2b8b8ec9641544c0b652f0--lockbit_6341d6e5844¢8289.exe
« llll.exe--LockBit #Z R EEH B4
* hxxps://temp][.]sh/AErDa/LockBit_6341D6E5844C8289[.]Jexe--Payload URL

ER 25 REEMF BGRB8 R
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https://www.splunk.com/en_us/blog/security/gone-in-52-seconds-and-42-minutes-a-comparative-analysis-of-ransomware-encryption-speed.html
https://www.bleepingcomputer.com/news/security/linux-version-of-lockbit-ransomware-targets-vmware-esxi-servers/
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-recruiting-insiders-to-breach-corporate-networks/
https://therecord.media/rio-de-janeiro-finance-department-hit-with-lockbit-ransomware/
https://therecord.media/rio-de-janeiro-finance-department-hit-with-lockbit-ransomware/

47+ SAVETIME
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PRz ARV B 552 4l7 : WA MITRE 1EZR A ¥4 18

POIIOE . 0 paaaimenis 0 mmanoan 0 clatesit

Initisl Access Execution Persisience oo Defiense Evasion Discovery sl Comcion ~ Semmend Imoaet
Command !m Alwsse Ervation Aouse Elvaton
o
| Account Laters Remote Data
Vel Actounts A Scrgtng | Logun Autstarn Contion Consel Dals Stagey
| Peseavary Tani Transtar Arcens Gatuen astrucsin
| e . |
Doman RGOS Run Keys m 'U:'" Domar " Local Dasa
Actouns Commang snes I Stanp Prioledics b Account A SN Uata Stagng ot Impact
Folger
| o |
Senouled Cebugper SMBdowe it
ek | Tasizon Logon Aviostart Fearien |Gvasion i Sharwe Syatoen Racevery
s - | escavery Frotocol
Foow [
Scheduled Doman Pobicy
Taslidob Valsd Accounts e imgar Defenses ‘Domanm Groups
Schacuied Deman Process Deeablo o Procass
Task Acetunty In@cton Moty Tools Discavery
Schedused Process Remate System
U pation Taskidet ‘mecton Dscovery
-
Matcous Lohaduled System Location
Fie Task et Dacavery
[ Syztem
Mansgement vasd Accounts m Longuege
L . o
Doman Fystem Service
At | ey

12. Lock Bit#) & B i (& FHHIMITRESS /7
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« [SID: 33705] Attack: Lockbit Ransomware Binary Copy GPO Config
« [SID: 33706] Attack: Lockbit Ransomware Services Disable GPO Config
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« [SID: 33707] Attack: Lockbit Ransomware Enable Share GPO Config
« [SID: 33708] Attack: Lockbit Ransomware Security Services Taskkill GPO
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